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Executive Summary 

 

Identity theft.  Industrial espionage.  Compromise of state secrets.  These are just a few of 

the issues have come to the forefront over recent years due to the increased use of mobile 

devices and data transfer and storage via the internet.  Imagine: compromised servers and 

lost laptops that result in industrial espionage and identity theft. At the consumer or 

individual level, identity theft and loss of personal data can occur when computers are 

compromised or personal devices are lost or stolen.  Within the federal government, that 

same scenario could result in a breach of national security. 

 

The process discussed in this paper would establish a layer of security for data managed 

on corporate servers, personal computers and portable devices. This process secures data 

using data hiding techniques and a patent-pending process. No one can guarantee against 

loss of data or theft of property. However, implementation of this process would 

significantly reduce the risk of financial exposure for corporations, individuals and 

government entities. 

 

The process is in development and the author is seeking investors to assist in product 

development and organizational activities. 

 

Introduction 

The impact of lost or stolen computer data has implications beyond the immediate user or 

the organization that owns the information. The loss of sensitive data on company 

computers can result in damages including lost revenue, regulatory penalties and loss of 

brand reputation and goodwill.  

Note the following reports: 
 

 BJ’s Wholesale Club, Inc. agreed to settle Federal Trade Commission charges in 

June 2005 that its failure to take appropriate security measures to protect the 

sensitive information of thousands of its customers was an unfair practice that 

violated federal law. According to the FTC, this information was used by an 

unauthorized person or persons to make millions of dollars of fraudulent 

purchases. The FTC charged BJ’s with engaging in a number of practices that did 

not provide reasonable security for sensitive customer information. Among the 

agency allegation were that BJ’s failed to encrypt consumer information when it 

was transmitted or stored on computers in BJ’s stores and stored the information 

in files that could be accessed using commonly known default user IDs and 

passwords. According to BJ's SEC filings, as of May 2005, the amount of 

outstanding claims was approximately $13 million. 

 

 In January 2006, InformationWeek.com writer Tony Kontzer reported that 

People’s Bank lost a backup tape containing personal information on 90,000 

customers while being transported to a credit-reporting bureau. 
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 The Washington Post reported that Georgetown University acknowledged a 

security breach of one of its servers, which compromised personal data belonging 

to as many as 41,000 District of Columbia residents.  The breach was discovered 

on February 12, 2006 during a routine internal inspection, but was not disclosed 

until Friday, March 3. 

Mobile devices such as laptops, PDAs and smart phones have become key tools for many 

people to support and enhance digital communication. Employees and customers access 

an organization’s networks, applications and data on a daily basis to create, store and 

exchange information using these devices. While greatly enhancing a person’s 

productivity, mobile devices can be easily lost or stolen. Without protection, sensitive 

data stored on mobile devices may be breached, resulting in identity theft or loss of 

important company data.  

 Computerworld reported in March 2006 that a laptop was stolen from the home of 

a Metropolitan State College employee in Denver. The computer held sensitive 

personal information belonging to more than 93,000 students. The employee was 

using the data, which included names and social security numbers, to write a grant 

proposal and to write his masters thesis. The theft occurred on February 25, but 

was not made public until March 1 at the request of local police. The data belong 

to people who were registered for classes at the Denver school between fall 1996 

and summer 2005. 

 

 At Gatwick airport, around 40 lost laptops were turned in to airport authorities last 

year, 32 of which were reclaimed. Executives are often just too busy to go back 

and collect them, especially if they are based in another city or country. They 

assume the laptop is insured and the information is password-protected. 

  

 According to staff at the EuroStar lost property office, two laptops remained 

unclaimed after the end of last year. One of these was owned by a major 

accountancy and auditing firm. How did the EuroStar staff discover this 

information? Over a short period of time, one of the technical personnel was able 

to bypass the laptop security, access the laptop and identify the owner. 

There are many places one can lose a mobile device. Even the best of us are fallible, 

which means that too often mobile devices get forgotten and left behind, lost or stolen. If 

a mobile device is lost while traveling, it will most likely be stolen by an opportunist, or 

taken to a lost property office and returned. Microsoft’s Privacy Overview stated in May 

2005 that as ubiquitous computing becomes more prevalent, so too does the amount of 

information and data people transmit. Customers have the right to control their personal 

information, they have the right to be left alone, and they have the right to an experience 

in which they can rely on their technology of choice (laptop, PDA, etc). 

Self-Defense Process 

 

Current corporate culture requires a combination of security tools be used to protect 

information systems. This notion assumes that no single technical security solution 
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provides total system security, but by installing a selection of security mechanisms, one 

can achieve some level of protection. In this scenario, each security mechanism provides 

a specific security function. The entire set of security tools would complement each other 

to provide a complete security package. Systems that fail to achieve this “complete 

security package” would still be vulnerable. In addition, a number of services have been 

developed that manage these multiple solutions for their clients. 

 

Regardless of the steps taken with multiple security tools, a poor password can 

compromise a company’s system even if it is protected. Company systems are open to 

intrusion through their networks. Standard protocols, which provide for interoperability 

across networks, have vulnerabilities that can affect other computer systems and 

organizations. The administrator/owner of the system establishes a set of security 

priorities in order to restrict access to sensitive information by unauthorized personnel. 

However, “restrictive” access methods have proven to be easily compromised, especially 

when the perpetrator has access to the system hardware. Furthermore, portable devices 

offer even greater security risks since the device itself can be compromised, that is, stolen 

or lost. 

 

A dissertation project completed in 2001 examined approaches to create signatures for 

computer system objects similar to the unique signature of biological DNA. A result of 

that project was a method for computer system self-defense: The DNA Self-Defense 

Methodology. It is a general methodology for managing and approving system objects, 

and identifying objects that have not been approved. Note that this methodology is patent 

pending and is protected by copyright. The process documented here is an application of 

this methodology, which is a self-defense process for securing computer data on 

company and personal networks, laptops, PDA’s, and other portable devices. 

 

This process secures objects such as documents, spreadsheets, database files, music and 

videos using a combination of data hiding techniques. This process injects a unique 

pattern of information into the object that is being protected. Upon a request to access the 

object, the computer self-defense process removes and verifies the unique pattern, then 

restores the object to its original form. When not in use, these objects remain in their 

secured form. While this process does not restrict forces from unauthorized access to the 

system, it will maintain the security of those objects within the system by creating an 

additional security layer for each secured object. 

 

Analysis 

Corporate Scenario #1 

 

Corporate data stored on portable devices such as laptops, PDA’s, and cell phones needs 

to be secured and managed. While there may be corporate security policies in place, the 

average user does not generally use any method to secure data on portable or mobile 

devices. Using this process, network administrators can enforce data security policies 

using technology.  
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Corporate Scenario #2 

 

A less-secure scenario for the corporate user would be to allow the laptop user to keep the 

control information on a memory stick or some other removable storage device. While 

the laptop is not is use the memory stick is removed and stored in a separate location, 

such as the laptop user’s briefcase, purse or pocket. 

 

 
Individual Scenario #3 
 

Individuals could use Corporate Scenario #2 to manage files on their portable devices.  

 

Individual Scenario #4 
 
Another option for individuals would be to offer a service that would operate similar to 

Corporate Scenario #1, except the control information would be stored on servers 

managed by a separate service provider. 

 

Conclusion 

Security researchers suggest that there is no single solution to securing information or 

equipment from unauthorized use. Rather, security is a process that uses multiple 

solutions, any of which could be compromised when used separately and must be used in 

the correct combination to ensure true protection.  

Regardless of the security suite’s ability (or inability) to protect the infrastructure, 

information paths or mobile devices, the Self-Defense Process would remain in place to 

protect the data at the core of the system. Additionally this process may allow users to 

utilize fewer security measures in total because the data objects themselves are protected, 

and therefore safe in and of themselves without the benefit of any additional security. 

This process would be the central, or core, tenet that provides protection of the data, and 

the infrastructure would be protected using “traditional” security suites. 
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