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Knowing that an object does not belong to an authorized set of objects is an 

important step in computer system defense. Dr. Stephanie Forrest of the 

University of New Mexico compared the process of computer system defense to 

the process used by living organisms to defend against diseases, viruses and other 

foreign agents. Dr. Forrest‟s thesis was to develop a methodology for identifying 

the self to use intrusion detection to detect non-self agents. An alternative to this 

external view is a system that contains its own self-defense mechanism. The 

project proposed that an internal function could be used to differentiate between 

self and non-self objects by creating unique identifiers for computer systems as 

the human DNA differentiates individuals. This research developed the DNA 

Self-Defense Methodology where implementation would insert identification data 

into an object that will identify the object uniquely to the operating system on 

which it resides. This identification data, denoted as the DNA Pattern, will serve 

to create a unique copy of the object and create an ownership token between the 

object and the operating system. The research project then focused on developing 

an instantiation of the methodology for single node computer systems. 

Additionally, a proof of concept system was developed to test the functionality of 

certain features of the methodology. The results of the test demonstrated that, 

given additional research, practical application of the methodology is feasible. 
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Chapter 1 

Introduction 

Problem Statement 

Livingston (2000) reported that a virus threat had emerged that can run secretly 

when playing an ordinary Windows Media Player file or when visiting a Web site that 

plays the file automatically. This code can install and run any software on a machine. 

This software, in turn, can do anything the user has privileges to do including sending e-

mail and modifying or deleting any file. This virus can also be run automatically when 

visiting a Web page where a malicious Web site operator might use it to plant a Trojan 

horse on as many computers as possible to gain access to confidential information. 

 Computer viruses, worms and other devices are able to penetrate computer 

systems by becoming part of an operating system, application or data. When executed, 

these unauthorized agents have the potential to damage the host system and, using the 

authority of the host system, penetrate other systems. Password sub-systems, firewall 

sub-systems, intrusion detection systems and encryption, which are used to protect 

computer systems, are external agents that are designed to encapsulate the operating 

system, applications and data protecting them from intrusion. 

 Dr. Stephanie Forrest of the University of New Mexico compared the process of 

computer system defense to the process used by living organisms to defend against 

diseases, viruses and other foreign agents (Forrest, Hofmeyr & Somayaji, 1997). Her 

thesis was to develop a methodology for identifying the self to use intrusion detection to 

detect non-self agents. Dr. Forrest suggested procedures for identifying the self by 
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observing patterns of behavior of the system. An alternative to this external view is an 

operating system that contains its own self-defense mechanism. 

 

Hypothesis 

 Applying Dr. Forrest‟s biological metaphor, this project examined approaches to 

create unique signatures, or deoxyribonucleic acid (DNA), for computer system objects. 

The project determined the requirements of a computer system DNA mechanism that will 

support self-defense of a single node operating system. The project also created a 

methodology for managing those objects and developed a process for which a system can 

execute a function to determine whether an object is a valid part of the system. This 

research project transferred those ideas and processes to the development of a unique 

identifier for system processes. The goal of this project was to apply the self-defense 

concept of computer system DNA in a single node operating system. 

 

Relevance and Significance 

Denning (1999) stated that the use of standard protocols allows interoperability 

across networks. While this facilitates communication and sharing, it also has drawbacks. 

Vulnerabilities can be pervasive across computer platforms and organizations, allowing 

thousands of systems to be swept up in a single attack.  

Anti-virus, access control and intrusion detection systems focus on examining the 

wall around the objects that are to be secured. Dr. Forrest‟s work sought to protect an 

environment by cataloguing patterns of self-behavior so that non-self activity can be 
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detected. The methodology developed creates a self-identifying organization enabling the 

operating system to identify foreign agents automatically. 

This research developed an additional solution that focuses on the differentiation 

between self and non-self objects in a computer system. The basis of that differentiation 

is a unique signature, which can be compared to the DNA of living organisms. 

 

Barriers and Issues 

Loscocco, Smalley, Muckelbauer, Taylor, Turner and Farrell (2000) stated that 

the increased awareness of the need for security has resulted in increased efforts to add 

security to computing environments. However, these efforts suffer from the flawed 

assumption that security can be provided adequately in an application space without 

certain security features in the operating system. In reality, operating system security 

mechanisms play a critical role in supporting security at higher levels. 

This research developed a methodology that would allow insertion of identification 

data into an object to identify the object uniquely to the operating system. This 

identification data is defined as a DNA Pattern, which is a sequence of identifier fields. 

Embedding an operating system DNA Pattern into an object will differentiate it from all 

other objects of the same function in other operating system locations. 

When installing an operating system on a computer, a unique name can be created 

that identifies that computer/operating system pair. An example is a URL (Uniform 

Resource Locator), which is the address of a resource accessible on the Internet. This 

name or variation can be made part of a structure that is inserted into every object on that 

computer/operating system pair. This process will create a unique copy of that object. For 
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example, an executable program, such as format.com, is copied to two systems using the 

suggested approach. If a comparison were made of those two files, the results would be 

that the files do not match since each would have a unique string injected into the 

executable code. This DNA Pattern would serve to create a unique copy of the object and 

create an ownership token between the object and the operating system. 

Creation of a self-object will allow the system to identify foreign (or non-self) 

objects that were copied to the system without going through the DNA insertion process. 

This would eliminate viruses and Trojan horses from being executed without prior 

authorization. The benefit of using this approach is that security of executable objects is 

managed at the operating system level. Although other approaches may be used to protect 

the operating system or application, executables can be certified before their execution. 

Extending Dr. Forrest‟s work, inserting something analogous to a living organism‟s DNA 

into each object would create an identity that would be unique in the operating system. 

Increased system overhead may be an issue since the execution of each object 

would require execution of the DNA process to verify an object before execution. 

Overhead could be minimized if the DNA process is restricted to important system 

objects that would, when executed, have potential to cause harm. Through testing a proof 

of concept, this project estimated the overhead load of a computer system DNA 

methodology. 

Another challenge would be to make it difficult for an intruder to detect and 

recreate a DNA signature. Encryption is an option. However, the encryption/decryption 

process is lengthy given current technology. Alternatively, a watermarking approach 

could be used to hide the DNA signature. Watermarking techniques have been useful in 
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connecting an electronic picture, music or document to the copyright owner. Applying 

these or other techniques to individual operating systems, application or data components 

may be an approach to uniquely identify and thereby secure a computer system. 

 

Limitations 

 A general inside-out self-defense methodology is described in Chapter 3. 

Instantiations of this methodology can be applied to single node operating systems, 

client/server networks or other multi-node configurations containing multiple operating 

systems and applications. For the purposes of this study, the researcher limited the 

methods, procedures and discussion of results to a single node operating system. 

 

Definition of Terms 

 ActiveX: An application capability developed by Microsoft for its Internet Explorer 

Web browser. When a user clicks on a link to an ActiveX application, a document or 

object with code is downloaded and run on the user‟s computer (Denning, 1999). 

 Applet: Downloaded remote Java code (Gong, 1998). 

 Binary search: Also called a dichotomizing search, it is a digital scheme for locating a 

specific object in a large set (TechTarget.com, 2000). To conduct the search, the 

position of the desired object is compared with the halfway point in the list. If the key 

of the desired object is smaller than the halfway point value, then the first half of the 

list is accepted and the second half is rejected. If the key of the desired object is larger 

than the halfway point value, then the second half of the list is accepted and the first 
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half is rejected. The process is repeated, each time selecting half of the list and 

rejecting the other half, until only one object remains. 

 Ciphertext: Cryptography protects information by scrambling it in such a manner that 

it can be unscrambled only with a secret key. The scrambled message, called 

ciphertext, is unintelligible to anyone who does not know the key (Denning, 1999). 

 Cracker: Someone who, with malicious intent, unlawfully breaches the security of 

computer systems; Someone who breaks registration schemes on commercial 

software (Anonymous, 1998). 

 Cryptography: The science and art of keeping messages secure (Schneier, 1996). 

 Cyberwar: A contingency now being studied by intelligence analysts; also refers to 

active information warfare conducted over the Internet (Anonymous, 1998).  

 Denial of Service (DoS): This refers to a condition that results when a user 

maliciously renders an Internet information server inoperable, thereby denying 

computer service to legitimate users (Anonymous, 1998). 

 Deoxyribonucleic Acid (DNA): A polymeric chromosomal constituent of living cell 

nuclei (Houghton Mifflen, 1981). 

 Dictionary Attack: Rather than trying every possible key in order, the attacker uses a 

password cracking program that is a smart brute-force password-cracking engine. 

This program tries the most likely passwords first, and then tries the rest in some 

likely order (Schneier, 2000). 

 DNA Domain: An environment where computer system objects reside. 

 DNA Domain Administrator: An individual or group responsible for authorizing new 

objects to enter the DNA Domain. 
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 DNA Object: A computer system‟s executables and non-executables that reside in the 

DNA Domain. 

 DNA Pattern: A sequence of identifier fields that will serve to create a unique copy of 

the object and create an ownership token between the object and the operating 

system; a collection of DNA Object properties that differentiate one DNA Scope Set 

from another in the DNA Domain. 

 DNA Scope Set: The set of DNA Objects residing in the DNA Domain having the 

same DNA Pattern. 

 DNA Scope Set Administrator: An individual or group responsible for authorizing 

new objects to enter the DNA Scope Set. Objects could be moved to the DNA Scope 

without the DNA Scope Set Administrator‟s authorization, but the DNA Self-Defense 

process will trap the unauthorized object before its execution by the central 

processing unit (CPU). 

 DNA Steganographic Object: A DNA Object containing a DNA Steganographic 

Zone. 

 DNA Steganographic Zone: An area containing the DNA Pattern that is inserted into 

a DNA Object and is similar in appearance to the DNA Object. 

 Domain Name System (DNS): A system whereby a Web page Internet Protocol (IP) 

address is mapped to a Web page name (Kalakota & Whinston, 1996). 

 Encryption/Decryption: To convert plain text or data into an unintelligible form by 

means of a reversible mathematical computation (Stallings & Van Slyke, 1998); the 

process of scrambling data so it is unreadable by unauthorized parties. In most 

encryption schemes, a password is required to reassemble (decrypt) the data into 
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readable form. Encryption is primarily used to enhance privacy or to protect 

classified, secret or top secret information (Anonymous, 1998). 

 False Negative: Occurs when an actual intrusive action has occurred but the system 

allows it to pass as non-intrusive behavior (System Administration, Networking, and 

Security Institute [SANS], 1999). 

 False Positive: Occurs when the system classifies an action as anomalous (a possible 

intrusion) when it is a legitimate action (SANS, 1999). 

 Fingerprint, Digital: A pattern of bits that uniquely identifies a much larger pattern of 

bits (Kalakota & Whinston, 1996). 

 Firewall: Any device or technique that refuses unauthorized users access to a 

particular host; a device that examines each packet and determines its source address. 

If that address is on an approved list, the packets gain entry. If not, they are rejected  

(Anonymous, 1998). 

 Garbage Collecting: The recovery of pooled computer storage that is being used by a 

program when that program no longer needs the storage (TechTarget.com, 2000). 

This frees the storage for use by other programs (or processes within a program). It 

also ensures that a program using increasing amounts of pooled storage does not 

reach its quota in which case it may no longer be able to function. Some 

programming languages such as Java provide built-in garbage collecting so that the 

programmer does not have to write code for it.  

 Hacker: Someone generally interested in operating systems, software, security and the 

Internet; an individual who codes for a living (Anonymous, 1998). 
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 Hash Function: A function that maps a variable-length data block or message into a 

fixed-length value called a hash code. The function is designed in such a way that, 

when protected, it provides an authenticator to the data or message (Stallings & Van 

Slyke, 1998). 

 Information Warfare: The practice of or field of attacking another‟s information; a 

term often used in military or intelligence circles to describe the destruction, 

degradation or disintegration of another‟s information infrastructure (Anonymous, 

1998). 

 Intrusion Detection: The practice of deploying automated procedures and applications 

to detect intrusion attempts. Intrusion detection typically involves the use of 

intelligent systems or agents (Anonymous, 1998). 

 Internet: A worldwide network that connects public and private networks and their 

users (Stallings & Van Slyke, 1998). 

 Kernel: The essential center of a computer operating system; The core that provides 

basic services for all other parts of the operating system (TechTarget.com, 2000). 

 Methodology: The system of principles, practices and procedures applied to any 

specific branch of knowledge (Houghton Mifflen, 1981). 

 Microkernel operating system: A minimal operating system that provides basic 

resources (Umar, 1997). 

 Multithreading: The management of multiple concurrent uses of the same program 

(TechTarget.com, 2000). 
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 OS/2: IBM‟s operating system for the personal computer. It was a multitasking 

system that rivaled Windows 3.1 and Windows 95 in terms of capability and 

performance (TechTarget.com, 2000). 

 POSIX: Portable Operating System Interface is a set of standard operating system 

interfaces based on the UNIX operating system (TechTarget.com, 2000). 

 Proof: The validation of a proposition by application of specified rules, such as 

induction or deduction, to assumptions, axioms and sequentially derived conclusions; 

the proving of something by experiment (Houghton Mifflen, 1981). 

 Proof of Concept: A computer system simulation to prove a proposition. 

 Protocol: A set of semantic and syntactic rules that determines the behavior of 

functional units in achieving communication (Stallings & Van Slyke, 1998). 

 Public Key Infrastructure (PKI): A PKI enables users of a basically unsecured public 

network such as the Internet to securely and privately exchange data and money 

through the use of a public and a private cryptographic key pair that is obtained and 

shared through a trusted authority. The PKI provides for a digital certificate that can 

identify an individual or an organization and directory services that can store and, 

when necessary, revoke the certificates (TechTarget.com, 2000).  

 Session Hijacking: This refers to terminal hijacking, where an attacker seizes control 

of another user‟s session. It indicates that the target‟s security has been breached 

(Anonymous, 1998). 

 Singly linked list: A sequence of objects, each of which refers to its successor in a 

data structure, array or list. 
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 Signature, Digital: An authentication mechanism that enables the creator of a message 

to attach a code that acts as a signature. The signature guarantees the source and 

integrity of the message (Stallings & Van Slyke, 1998). 

 Sniffer: Sniffer attacks begin when a computer is compromised and the cracker 

installs a packet sniffer program that monitors the network to which the machine is 

attached. The sniffer program watches certain kinds of network traffic sessions that 

legitimate users initiate to gain access to another system (Kalakota & Whinston, 

1996). 

 Sockets: A method for communication between a client program and a server 

program in a network (TechTarget.com, 2000). Sockets are created and used with a 

set of programming requests or function calls sometimes called the sockets 

application-programming interface (API). A common sockets API is the Berkeley 

UNIX C interface for sockets. Sockets can also be used for communication between 

processes within the same computer. 

 Spoof: A hacker can spoof, or configure, a system to masquerade as another system, 

thus gaining access to resources or information on systems that trust the system being 

mimicked (Kalakota & Whinston, 1996). 

 Steganography: The process of hiding secret messages in other messages, such that 

the secret‟s very existence is concealed (Schneier, 1996). 

 Subliminal Channel: A covert communications channel embedded in innocuous 

messages between a sender and receiver (Schneier, 1996). 

 Task: A basic unit of programming that an operating system controls 

(TechTarget.com, 2000). Depending on how the operating system defines a task in its 
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design, this unit of programming may be an entire program or each successive 

invocation of a program. Since one program may make requests of other utility 

programs, the utility programs may also be considered tasks (or subtasks). 

 Thread: A point of control flow in a task (Loepere, 1992). A thread has access to all 

of the elements of the containing task; potentially executes in parallel with other 

threads, even threads within the same task; and has minimal state for low overhead. In 

computer programming, a thread is placeholder information associated with a single 

use of a program that can handle multiple concurrent users (TechTarget.com, 2000). 

From the program‟s point-of-view, a thread is the information needed to serve one 

individual user or a particular service request. If multiple users are using the program 

or concurrent requests from other programs occur, a thread is created and maintained 

for each of them. The thread allows a program to know which user is being served as 

the program alternately is re-entered on behalf of different users.  

 Trojan horse: An application or code that, unbeknownst to the user, performs 

surreptitious and unauthorized tasks (Anonymous, 1998). 

 Type or data type: A data type in a programming language is a set of data with values 

having predefined characteristics (TechTarget.com, 2000). Examples of data types are 

integer, floating-point number, character, string and pointer. Usually, a limited 

number of such data types come built into a language. The language usually specifies 

the range of values for a given data type, how the values are processed by the 

computer and how they are stored. 
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 Virus: A self-replicating or propagating program, sometimes malicious, that attaches 

itself to other executables, drivers or document templates, thus infecting the target 

host or file (Anonymous, 1998). 

 Watermark: A distinguishing pattern that is embedded in a document, image, video or 

audio by the originator of the data. A watermark may be invisible to the naked eye or 

undetectable to the ear, but there must be some means of detecting or extracting the 

watermark in order to authenticate the data or its source (Denning, 1999). 

 World Wide Web: A networked, graphically oriented hypermedia system. 

Information is stored on servers, exchanged between servers and browsers, and 

displayed on browsers in the form of pages of text and images (Stallings & Van 

Slyke, 1998). 

 Worm: A computer program that replicates, spreading itself from host to host over the 

network. Worms are not necessarily malicious, however, worms sometimes consume 

significant network resources and are possible tools in denial-of-service attacks 

(Anonymous, 1998). 

 

Summary 

Self-defense systems focus on outside-in technology by encapsulating the operating 

system and its applications. They interrogate the traffic and look for patterns or signatures 

that indicate the presence of an unwanted artifact. Knowing that an object does not 

belong to the authorized set of objects is an important step in protecting a computer 

system. While current intrusion detection and anti-virus software systems employ an 
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outside-in view, this project extended Dr. Forrest‟s work and is an inside-out view of 

securing a system. 

The scope of this study was to:  

 Develop an inside-out self-defense methodology. 

 Design a specific process for a single node operating system applying techniques in 

each step from the methodology. 

 Develop, test and analyze this process with a proof of concept system. 
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Chapter 2 

Review of the Literature 

 

Introduction 

 Allen, Christie, Fithen, McHugh, Pickel and Stoner (2000) stated that attacks on 

the nation‟s computer infrastructures are a serious problem. Over the past 12 years, the 

growing number of computer security incidents on the Internet has reflected the growth 

of the Internet itself. An agent is a process that can move from one machine to another by 

its own initiative (Abdalla, Cirne, Franklin, & Tabbara, 1997). Agents were developed as 

representatives of a user, which a program could spawn and delegate to perform a task 

independently of the program within a network. This is different from traditional process 

migration, where the transfer is initiated by the system. The ability of a process to move 

from machine to machine gives agents advantages over traditional processes, but it also 

leaves agent-based systems open to additional problems.  

Schneier (2000) stated that there is no known complete security system. Security 

is a process as well as a collection of devices. The purpose of this project was to suggest 

another type of self-defense process for the security infrastructure. This research 

developed a methodology that would inject a DNA Pattern into an object to create a 

unique copy of the object and create an ownership token between the object and the 

operating system. This process would uniquely connect objects to the operating system 

on which they reside. 

The literature review, after a general search, focused on four general topic areas: 

information warfare, operating systems, data hiding and self-defense technology. The 
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self-defense technology review consisted of examining vulnerability assessment, access 

control, authentication including cryptography and PKI, anti-virus systems, firewalls, file 

integrity systems and intrusion detection. 

The information warfare and operating systems reviews provided a basis and 

justification for the research project. The self-defense and data hiding literature reviews 

enabled the researcher to formulate and develop a self-defense methodology based on an 

inside-out view of system security. 

 

Information Warfare 

Industry Standard (2000) reported that computer attacks were up in 2000 

compared to recent years. During the first three quarters of the year 2000, more than 

15,000 computer attacks were reported to Computer Emergency Response Team (CERT). 

Only six computer attacks were reported in 1988; 252 in 1990; 2412 in 1995; 3734 in 

1998; and 9859 in 1999.  

 In a Cable News Network (CNN) on-line article (1999), Representative Curt 

Weldon of Pennsylvania reported that Department of Defense computers were under 

cyber-attack in a coordinated, organized attempt to access classified information. 

Pentagon sources traced several of the attacks to sites in Russia, although they did not 

know whether the sources were government or non-government. Deputy Secretary of 

Defense John Hamre said there were 60-80 attempts per day in January of 1999 (Verton 

& Tillett, 1999). A spokesman for the Defense Information Systems Agency, which is 

responsible for managing critical information systems, said that no secured information 

was accessed. The well-publicized Microsoft Word macro computer virus, Melissa, 
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raised public awareness to the damage that could be caused to the nation‟s electronic 

infrastructure. The Melissa virus forced many locations to either buy or update anti-virus 

software. Secure Computing (1997) stated that authors of the Melissa type of virus are 

typically termed as hackers and the hacker views breaking into systems as an intellectual 

exercise. 

The world of cyber-terrorism, however, uses crackers who differ from hackers, as 

they are acutely aware of the value of information that they are trying to obtain or 

compromise (Secure Computing, 1997). Crackers are used by countries and terrorist 

organizations for economic espionage and dissemination of information. A Rand study by 

Molander, Riddile and Wilson (1996) stated that strategic information warfare, a form of 

cyber-terrorism, has a low entry cost, is difficult to defend, and is an effective 

disinformation tool. That is, new information-based techniques may substantially 

increase the power of deception and image manipulation activities. 

William Church, a former U.S. Army Intelligence officer, who founded the 

Centre for Infrastructural Warfare Studies was interviewed by Borland (1998). Church 

stated that terrorists have not made the transition to information weapons yet. For 

terrorists to make this transition there have to be a number of factors brewing or building. 

They normally do not like to experiment, because they typically only have one chance at 

using a weapon. They must understand and trust the use of the weapon. Terrorists only 

make that trust or that leap if they build it themselves, have experimented with it, and 

know that it will work.  

Collin (1998), however, stated that we are going to see increasing levels of in-

house expertise and concomitant exponential increases of cyber-terrorism. Unlike other 
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methods of terrorism, cyber-terrorism is safe, profitable and difficult to counter without 

the right expertise and understanding of the cyber-terrorist‟s mind. Currently, according 

to Church only the United States is most likely to support and commit acts of cyber-

terrorism (Borland, 1998). Documented in Congressional testimony by the Director of the 

Central Intelligence Agency, George Tennent, the United States has used information 

operations to disrupt the bank account of an Arab businessperson. Borland, however, 

stated that more governments are beginning to use information operations, especially in 

espionage. 

Information warfare, a term coined by Barry Collin in the 1980‟s (Collin, 1998), 

and also known as cyber-terrorism, was the primary reason for pursuing this dissertation 

topic. There is a general feeling that people fear their lives could be disrupted, or worse, 

if outside operatives attack critical infrastructures and the federal government has no way 

to defend against such attacks (Brandt, 1995). Toffler and Toffler (1997) agreed stating 

that the civilian economy‟s near-total dependence on computers, telecommunication 

systems and electronics creates new vulnerabilities enabling enemies to blind-side an 

opponent‟s information technology. 

 Dr. Denning (1999) developed a theory of information warfare of which there are 

four main elements: information resources, players, offensive operations and defensive 

operations. The defensive operations of information warfare seek to protect information 

resources from attack by various threats. The goal is to preserve the value of the 

resources or, in case of a successful attack, recover lost value. Denning continued, stating 

that a threat is characterized by a particular player (or category of players), methods 

employed and results achieved. Sometimes, the players alone are referred to as threats, as 
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in the insider threat, the hacker threat or the terrorist threat. Whether or not a particular 

threat is credible depends on the motives, means and opportunities of potential offensive 

players. Defenses fall in six general areas: prevention, deterrence, indications and 

warnings, detection, emergency preparedness, and response, although specific operations 

and technologies may fall in more than one area. 

1. Prevention serves to keep an attack from occurring in the first place, usually by 

denying the offensive party access to the target information resource. Defenses 

include information hiding, authentication, access controls, and vulnerability 

assessment and avoidance. 

2. Deterrence seeks to make an attack unattractive but not necessarily prevent it. 

3. Indications and warnings aim to recognize a potential attack before it occurs or during 

the early stages, so that other measures can be taken to avert the attack or diminish its 

effect. 

4. Detection has a similar objective but generally refers to the use of monitors to 

recognize an attack after it has started. 

5. Emergency preparedness refers to a capability to recover and respond to attacks after 

they occur. 

6. Response or incident handling refers to actions taken after an attack occurs. 

 

Executive Order 13010 signed by President Clinton on July 15, 1996 created the 

President‟s Commission on Critical Infrastructure Protection. The Commission was 

chartered to conduct a comprehensive review and recommend a national policy for 

protecting critical infrastructures and assuring their continued operation. One of the 
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Commission‟s suggestions was to share information and techniques related to risk 

management assessments. They are to determine how to isolate critical control systems 

from insecure networks; to adopt best practices for password control and protection; and 

to provide for individual accountability through protected action logs or the equivalent 

(The President‟s Commission on Critical Infrastructure Protection, 1997). 

The President‟s Commission on Critical Infrastructure Protection (1997) further 

stated that the federal government has an important role to play in the defense against 

cyber-threats. Government operatives must collect information about tools that can do 

harm, conduct research into defensive technologies, and share defensive techniques and 

best practices. Government must also lead and energize its own protection efforts, and 

engage the private sector by offering expertise to facilitate protection of privately owned 

infrastructures. 

Louis J. Freeh, Director of the Federal Bureau of Investigation (FBI), submitted a 

five-year interagency plan to Congress on December 30, 1998 (Freeh, 1999). This plan 

coincided with the preparation of two major Presidential Decision Directives: Counter-

terrorism (PDD-62) and Critical Infrastructure Protection (PDD-63). One of the goals of 

the FBI Strategic Plan for 1998-2003 is to deter the unlawful exploitation of emerging 

technologies by foreign powers, terrorists and criminal elements. The National 

Infrastructure Protection Center (NIPC) was an implementation of this goal to provide 

intelligence and threat information to designated FBI, state and local partners. The FBI 

expanded the Terrorist Threat Warning System, first implemented in 1989, to reach all 

aspects of the law enforcement and intelligence communities. The NIPC uses 
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communications systems to contact state and local law enforcement and others regarding 

cyber and infrastructure-related threats and information. 

The NIPC developed the InfraGard program, which facilitates the sharing of 

information about computer intrusions and research related to infrastructure protection 

among network participants (Freeh, 1999): 

 Law Enforcement: Nationwide dissemination of unclassified information is achieved 

through the National Law Enforcement Telecommunications System. 

 Security Managers: The FBI transmits threat information to security managers of 

United States commercial interests around the country through the Awareness of 

National Security Issues and Response program. 

 Federal Agencies: The FBI and the Central Intelligence Agency have also taken steps 

to improve cooperation between agencies.  The FBI sponsors 18 Joint Terrorism Task 

Forces to maximize interagency cooperation among federal, state and local law 

enforcement. Federal law enforcement participants include the Immigration and 

Naturalization Service, the United States Secret Service, the Naval Criminal 

Investigative Service, Federal Protective Service, United States Marshals Service, 

United States Customs Service, the Bureau of Alcohol, Tobacco, and Firearms, the 

United States Border Patrol, the United States Department of State, the Postal 

Inspection Service, and the Internal Revenue Service. 

The NIPC also maintains a publicly accessible web site: 

http://www.fbi.gov/nipc/nipcpublic.htm and publishes CyberNotes. Published every two 

weeks, its mission is to support security and information system professionals with timely 

information on cyber vulnerabilities, hacker exploit scripts, hacker trends, virus 

http://www.fbi.gov/nipc/nipcpublic.htm
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information, and other critical infrastructure-related best practices (National 

Infrastructure Protection Center, 1999). 

Breaking into computer system networks, either for intellectual exercise or for 

espionage, will continue to force government and business to defend against those 

attacks. Dr. Denning‟s analysis and recommendation of the structure of information 

warfare will help computer scientists focus on specific research areas. 

 

Operating Systems 

Introduction 

Operating systems schedule and allocate computer system resources to the 

programs and interactive users (Umar, 1997). Examples of computer system resources 

are the main memory, CPU and disk drives. To allow multiple users to access multiple 

resources simultaneously, operating systems provide a set of services such as task 

scheduling, inter-process communications, security and resource protection. The 

following lists some operating systems: 

 IBM‟s MVS (Multitasking Virtual System) that operates the IBM mainframes. 

 Various UNIX operating systems for a wide range of midrange computers, such as 

HP-UX for Hewlett-Packard and AIX for IBM‟s RS6000 machines. 

 Microsoft‟s Windows, Windows NT and Windows 95/98/2000 for IBM PC‟s. 

 Mac OS for Apple Macintosh computers. 
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The kernel is the essential center of a computer operating system and is the core 

that provides basic services for all other parts of the operating system (TechTarget.com, 

2000). The kernel is usually loaded into computer storage in an area that is protected so 

that it will not be overlaid with other less frequently used parts of the operating system. A 

kernel typically includes an interrupt handler that handles all requests that compete for 

the kernel‟s services; a scheduler that determines the order in which programs share the 

kernel‟s processing time; and a supervisor that allocates the use of the computer to each 

process. A kernel may also include a manager of the operating system‟s address spaces in 

memory or storage sharing these among all components and other users of the kernel‟s 

services. The kernel‟s services are requested by other parts of the operating system or by 

applications through a specified set of program interfaces sometimes known as system 

calls. A kernel can be contrasted with a shell, which is the outermost part of an operating 

system that interacts with the user. 

A microkernel operating system is a minimal operating system that provides basic 

resources (Umar, 1997). The bulk of the operating system functions are provided through 

a set of modular components that plug and play on top of the microkernel. Examples of 

these components are device drivers, security servers, memory managers and file 

systems. The services of these components are invoked by clients through the 

microkernel. Thus in a single machine environment, the microkernels provide an 

operating system independent environment for clients to access services. For example, 

the IBM Workplace OS is a microkernel that will run OS/2, DOS, Windows, UNIX, 

OS/400 and Taligent applications. 
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The Mach kernel, developed at Carnegie-Mellon University, is an example of a 

kernel that was developed independently for use in any operating system that wants to 

use it (TechTarget.com, 2000). It is currently used in a version of the Linux operating 

system for Apple‟s PowerMac computers. Discussing the Mach kernel, Loepere (1992) 

documents the concepts of the task and the thread. A task is a collection of system 

resources. These resources, with the exception of the address space, are referenced by 

ports. These resources may be shared with other tasks if rights to the ports are so 

distributed. A task provides a large, potentially sparse, address space referenced by 

machine address, and portions of this space may be shared through inheritance or external 

memory management. A task has no life of its own but contains some number of threads 

that execute instructions. A thread, therefore, is a point of control flow in a task. It has 

access to all of the elements of the containing task; potentially executes in parallel with 

other threads, even threads within the same task; and has minimal state for low overhead.  

A task is an expensive entity (Loepere, 1992). It exists to be a collection of 

resources. All of the threads in a task share everything. Two tasks share nothing without 

explicit action, and some resources cannot be shared between two tasks. A thread is a 

lightweight entity and has low overhead to operate, because its owning task bears the 

burden of resource management. On a multi-processor, it is possible for multiple threads 

in a task to execute in parallel. Even when parallelism is not the goal, multiple threads 

have an advantage in that each thread can use a synchronous programming style instead 

of attempting asynchronous programming with a single thread to provide multiple 

services. 
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This section discusses two operating systems, UNIX and Windows NT, and 

another system that acts like an operating system: the Java Virtual Machine (JVM). 

 Quarterman, Silberschatz and Peterson (1985) stated that the ease with which the 

UNIX system can be modified has led to development work at numerous 

organizations, such as Rand, Bolt, Beranek and Newman (BBN), the University of 

Illinois, Harvard, Purdue and Digital Equipment Corporation (DEC). The most 

influential of the non-Bell Laboratories and non-AT&T UNIX development groups 

has been the University of California at Berkeley. UNIX software from Berkeley is 

released as Berkeley Software Distributions (BSD). 

 For Microsoft, neither their Disk Operating System (DOS) nor Windows 3.x was 

capable of true multitasking with preemptive scheduling (Russinovich, 1998). 

Without add-on software, DOS could execute only one program, or task, at a time. 

Windows 3.x could execute several programs concurrently, but they had to be well 

behaved; that is, each program had to be aware of other executing programs and yield 

the machine at regular intervals. This design meant that a buggy or malicious program 

could halt the computer simply by entering an infinite loop. In Windows NT, a 

centralized scheduling authority doles out CPU time to programs that need it. Once a 

program‟s turn has ended, the scheduler has the power to preempt it and give another 

program a turn. 

 Java programs are run (or interpreted) by another program called JVM (Sun 

Microsystems, 2001). Rather than running directly on the native operating system, the 

program is interpreted by the JVM for the native operating system. This means that 

any computer system with the JVM installed can run Java programs regardless of the 
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computer system on which the applications were originally developed. The Java 

platform consists of the Java application programming interfaces (APIs) and the 

JVM. Java APIs are libraries of compiled code that are used by Java programs. They 

enable ready-made and customizable functionality to save programming time. 

 

UNIX 

The first version of UNIX was developed at Bell Laboratories in 1969 by Ken 

Thompson to use an otherwise idle DEC PDP-7 (Quarterman, Silberschatz & Peterson, 

1985). He was joined by Dennis Ritchie, and they have since been the largest influence 

on what is commonly known as Research UNIX. Ritchie, Thompson and other early 

Research UNIX developers had previously worked on the Multics project. Multics 

(Multiplexed Information and Computing Service) was a mainframe time-sharing 

operating system that was developed in the 1963-1969 period through the collaboration 

of the Massachusetts Institute of Technology, General Electric and Bell Labs 

(TechTarget.com, 2000). Multics was the first, or one of the first, operating systems that 

used page-segmented storage. The basic organization of the file system, the idea of the 

command interpreter (the shell) being a user process, the use of a process per command, 

the original line-editing characters # and @ come directly from Multics (Quarterman, 

Silberschatz & Peterson, 1985). 

Fiamingo, DeBula and Condron (1998) stated that UNIX is a layered operating 

system. The innermost layer is the hardware that provides the services for the operating 

system. The operating system, referred to as the kernel, interacts directly with the 

hardware and provides the services to the user programs. The user programs do not need 
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to know anything about the hardware. They just need to know how to interact with the 

kernel and it is up to the kernel to provide the desired service. Their interaction with the 

kernel is through a set of standard system calls. These system call request services 

provided by the kernel, which include accessing a file, such as open, close, read, write, 

link, or execute a file; starting or updating accounting records; changing ownership of a 

file or directory; changing to a new directory; creating, suspending, or killing a process; 

enabling access to hardware devices; and setting limits on system resources. UNIX is a 

multi-user, multi-tasking operating system where many users are logged into a system 

simultaneously, each running many programs. The kernel keeps each process and user 

separate and regulates access to system hardware, including CPU, memory, disk and 

other input/output devices. Fiamingo, DeBula and Condron continued stating that one of 

the big appeals of UNIX to programmers has been that most well written user programs 

are independent of the underlying hardware, making them readily portable to new 

systems. 

Quarterman, Silberschatz and Peterson (1985) documented the layers of the 

UNIX System. Note that everything below the system call interface and above the 

physical hardware is the kernel: 

1) The users and application programs. 

2) Shells and commands, compilers and interpreters, system libraries. 

3) Kernel. 

a) System call interface to the kernel. 



28  

 

b) Terminal handling, character input/output system, terminal drivers, file system, 

swapping, block input/output system, disk and tape drives, CPU scheduling, page 

replacement, demand paging and virtual memory. 

c) Kernel interface to the hardware. 

4) Terminal controllers, terminals, device controllers, disks and tapes, memory 

controllers, physical memory. 

 

The kernel is the part of the system that runs in protected mode and mediates 

access by all user programs to the underlying hardware and software constructs, such as 

file system and network protocols (McKusick, Bostic & Quarterman, 1996). The kernel 

provides the basic system facilities; it creates and manages processes, and provides 

functions to access the file system and communication facilities. These functions, called 

system calls, appear to user processes as library subroutines. These system calls are the 

only interface that processes have to these facilities. 

  McKusick, Bostic and Quarterman (1996) discussed the organization of the UNIX 

kernel. By its dynamic operation, categorized according to the services provided to users, 

the largest part of the kernel implements the system services that applications access 

through system calls. This software has been organized as follows: 

 Basic kernel facilities: timer and system-clock handling, descriptor management 

and process management. 

 Memory-management support: paging and swapping. 

 Generic system interfaces: the input/output, control and multiplexing operations 

performed on descriptors. 
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 The file system: files, directories, pathname translation, file locking and 

input/output buffer management. 

 Terminal-handling support: the terminal-interface driver and terminal line 

disciplines. 

 Interprocess-communication facilities: sockets. 

 Support for network communication: communication protocols and generic 

network facilities. 

 

Windows NT 

Windows NT takes a unique approach, known as modified microkernel, that falls 

between pure microkernel and monolithic design (Russinovich, 1998). Windows NT 

executes in two modes: user mode and kernel mode (Russinovich, 1997). Kernel mode is 

a highly privileged processor mode with direct access to all hardware and memory; user 

mode is a less privileged mode with no direct access to hardware and restricted access to 

memory. The basic operating system subsystems, including the Process Manager and the 

Virtual Memory Manager, are compiled into one file image, and they execute in kernel 

mode (Russinovich, 1998). These kernel-mode subsystems are not separate processes, 

and they can communicate with one another by using function calls to maximize 

performance. 

Russinovich (1997) stated that user mode is the mode in which applications and 

operating system environment subsystems execute. In the Windows NT modified 

microkernel design, operating system environments execute in user mode as discrete 



30  

 

processes, including DOS, Win16 (16 bit applications), Win32 (32 bit applications), OS/2 

and POSIX (Russinovich, 1998). Applications are clients of exactly one environment 

subsystem and use only the APIs that the subsystem exports (Russinovich, 1997). That is, 

Win32 programs are clients of the Win32 subsystem and use only the Win32 API.  

The following displays the Windows NT layers (Russinovich, 1998): 

1) Applications running under: 

a) OS/2. 

b) Win32 (goes directly to Win32 Subsystem). 

c) POSIX. 

2) Subsystem (if OS/2 or POSIX). 

a) OS/2. 

b) POSIX. 

3) Win32 Subsystem. 

4) Executive Services. 

a) Input/Output Manager. 

i) Cache Manager. 

ii) File Systems. 

iii) Network Drives. 

iv) Device Drivers. 

b) Object Manager. 

c) Security Reference Monitor. 

d) Process Manager. 

e) Local Procedure Call Facility. 
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f) Virtual Memory Manager. 

5) Microkernel. 

6) Hardware Abstraction Layer (HAL). 

7) Hardware. 

 

The subsystems use basic Windows NT services that the Windows NT Executive 

and the microkernel provide (Russinovich, 1997). These services run in kernel mode. The 

Executive is generally portable across processor architectures (e.g., Alpha, x86), and it 

relies on the microkernel for processor-specific functions such as context switching 

(scheduling) and synchronization primitives. Windows NT‟s kernel operates more closely 

with the hardware than the Executive does, and it contains CPU-specific code 

(Russinovich, 1998). Windows NT‟s thread scheduler, called the dispatcher, resides in 

the kernel. The dispatcher implements 32 priority levels, 0-31. The dispatcher reserves 

priority level 0 for a system thread that zeros memory pages as a background task. 

Priority levels 1 through 15 are variable (with some fixed priority levels) and are where 

programs execute; priority levels 16 through 31 are fixed priority levels that only 

administrators can access. 

The user-mode sandbox enforces another restriction that limits a program‟s ability 

to directly access hardware devices such as disks, the video screen and the printer 

(Russinovich, 1997). Programs must typically go through their operating system 

environment (e.g., Win32) to read data from or write data to a peripheral. The operating 

system environment then usually calls on the services of the Executive in kernel mode, 

effectively forwarding the request. The Executive finally completes the request, 
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sometimes with the aid of a device driver, but usually with the use of functions in the 

Hardware Abstraction Layer (HAL) that interfaces with the computer‟s hardware. 

Windows NT implements the transition between user mode and kernel mode as a system 

call gateway through which the passage of data is precisely controlled. 

Russinovich (1998) continued with a discussion of the HAL. The HAL is the 

Windows NT‟s interface to the CPU. Microsoft wanted to make Windows NT portable 

across different processors. To make this portability feasible, the developers isolated as 

much CPU-specific code as possible into a separate, dynamically replaceable module: the 

HAL. The HAL exports a common processor model that masks the differences in various 

processor chips from NT. Device drivers use this common processor rather than a 

particular CPU type. 

Russinovich (1997) stated that the differentiation between user mode from kernel 

mode is the privilege level. A program executing in user mode runs in a sandbox that the 

Executive and the program‟s operating system environment create for the program. The 

sandbox enforces restrictions as to what the program can do. One type of restriction 

relates to what parts of the computer‟s memory the program can reference and in what 

ways. The upper 2GB of memory always remain that of the Executive, microkernel, 

device drivers and HAL. The lower 2GB of memory mapping change, depending on 

which program is currently running. For example, if Microsoft Word is running, 

Windows NT places Word‟s address mapping in the lower 2GB; if Netscape Navigator 

runs next, its mapping replaces Word‟s mapping. Thus, the split between user mode and 

kernel mode also shows up in Windows NT‟s address space mapping. Note that in 

Windows NT Server 4.0, Enterprise Edition, the address spit can be adjusted between 
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user mode and kernel mode so that applications have 3GB of memory, with 1GB left for 

NT‟s Executive, drivers and HAL. 

Microkernel architecture gives a system configurability and fault tolerance 

(Russinovich, 1998). Since an operating system subsystem like the Virtual Memory 

Manager runs as a distinct program in microkernel design, a different implementation 

that exports the same interface can replace it. If the Virtual Memory Manager fails, the 

operating system can restart it with minimal effect on the rest of the system due to the 

fault-tolerance possible in a microkernel design. In monolithic operating system design 

(e.g., DOS and Windows 3.1), the entire operating system must be rebuilt to change any 

subsystem. If the Virtual Memory Manager has a bug in a monolithic system, the bug is 

likely to bring down the machine. 

Russinovich (1998) continued stating that a disadvantage to pure microkernel 

design is slow performance. Every interaction between operating system components in 

microkernel design requires an inter-process message. For example, if the Process 

Manager requires the Virtual Memory Manager to create an address map for a new 

process, it must send a message to the Virtual Memory Manager. In addition to the 

overhead costs of creating and sending messages, the inter-process message requirement 

results in two context switches: the first from the Process Manager to the Virtual Memory 

Manager, and the second back to the Process Manager after the Virtual Memory Manager 

carries out the request. 

Java 

McGraw, Ayer and McGovern (2001) stated that there are many virtual machines 

that execute Java‟s architecturally neutral-bytecode. Since Java bytecode runs on the 
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JVM, it is possible to run Java code on any platform to which the JVM has been ported. 

JVMs can be found on most personal computers. Also Web browsers, such as Navigator 

and Internet Explorer, include a built-in version of the JVM. 

Following are levels on which Java operates (Sun Microsystems, 2001): 

1) Java Program. 

2) Java Virtual Machine (JVM) and Java API‟s (the Java program can communicate 

with both; only JVM communicates with the Operating System). 

3) Operating System. 

4) Hardware. 

 

Gong (1998) stated that the original security model provided by the Java platform 

is known as the sandbox model, which existed in order to provide a very restricted 

environment in which to run untrusted code obtained from the open network. The essence 

of the sandbox model is that local code is trusted to have full access to vital system 

resources such as the file system. Downloaded remote code in the form of an applet, 

however, is not trusted and can access only the limited resources provided inside the 

sandbox. Goldberg (1998) stated that JVM code, also called bytecode, not Java source is 

transmitted when an applet is sent over the Internet and remotely executed. The 

transmitted code cannot be trusted to be the unmodified output of a correct Java compiler. 

Therefore, the code must be checked for type safety either before execution or via run-

time checks. 

Overall security is enforced through a number of mechanisms (Gong, 1998). First, 

the language is designed to be type-safe and easy to use. The hope is that the burden on 
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the programmer is such that it is less likely to make subtle mistakes compared with using 

other programming languages such as C or C++. Language features such as automatic 

memory management, garbage collection and range checking on strings and arrays are 

examples of how the language helps the programmer to write safe code. Second, 

compilers and a bytecode verifier ensure that only legitimate Java bytecodes are 

executed. The bytecode verifier together with the JVM guarantees language safety at run 

time. Moreover, a classloader defines a local name space, which is used to ensure that an 

untrusted applet cannot interfere with the running of other Java programs. Finally, access 

to crucial system resources is mediated by the JVM machine and is checked in advance 

by a security manager class that restricts the actions of untrusted code to the bare 

minimum. The bytecode verifier helps enforce critical type safety rules (McGraw, Ayer 

& McGovern, 2001). Without it, a language-based security model cannot exist. The class-

loader system, which loads classes from the network and disk, manages name spaces to 

keep code from different places separated. The class loader is responsible for identifying 

where mobile code originates. The JVM is a type-safe, stack-oriented abstract machine 

(Goldberg, 1998). The Java compiler translates Java class definitions into the JVM, 

which is a platform-independent target language. Type safety requires that programs with 

type errors produce an error indication rather than execute and generate an erroneous 

result. Qian, Goldberg and Coglio (2000) commented that type-safe execution requires 

that each of the instructions operate on data with appropriate types. To reduce the number 

of runtime checks while improving efficiency, most type-safety requirements are checked 

statically. A component of the JVM, called the bytecode verifier, examines the code of 

each loaded class before execution of any of its methods. Goldberg continued, stating that 
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type safety is an important property of a language because it aids in development and 

debugging, but particularly because the erroneous executions resulting from executing 

programs with type violations can be exploited to introduce security flaws. 

The Java sandbox is an example of a protection domain with a fixed boundary 

(Gong, 1998). The protection domain contains the set of objects that are currently directly 

accessible by a principal. The principal is an entity in the computer system to which 

permissions and accountability are granted. A thread of execution may occur completely 

within a single protection domain. It is usually tied to a single Java thread, which is not 

necessarily tied to the thread concept of the underlying operation system. For example, an 

application that prints a message out will have to interact with the system domain, which 

is the only access point to an output stream. In this case, it is crucial that at any time the 

application domain does not gain additional permissions by calling the system domain. 

Otherwise, there can be serious security implications. In other words, a less powerful 

domain cannot gain additional permissions by calling a more powerful domain whereas a 

more powerful domain must lose its power when calling a less powerful domain. 

 

 

 

 

Summary 

UNIX was designed by programmers for programmers (Quarterman, Silberschatz 

& Peterson, 1985). UNIX was not designed by a joint project of several major 

institutions. It did not have project goals and aspirations set out beforehand in a series of 
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papers presented at a prestigious professional conference. Instead, UNIX was originated 

by Ken Thompson and Dennis Ritchie as a system for their personal convenience with no 

elaborate plans spelled out beforehand. This flexibility appears to have been one of the 

key factors in the development of the system. It has always been interactive. Multiple 

processes are supported, and it is easy for one process to create another process. There 

are standard and flexible ways of interconnecting the input and output of processes and 

otherwise coordinating several processes to do a task.  

Russinovich (1998) stated that other operating systems, including Windows 3.1 

and UNIX, also use privileged and non-privileged modes. What makes Windows NT 

unique is where it draws the line between the two. Windows NT is sometimes referred to 

as a microkernel-based operating system. Microkernel-based operating systems 

developed from university research in the mid-1980s. The idea behind the pure 

microkernel concept is that all operating system components except a small core (the 

microkernel) execute as user-mode processes, just as word processors and spreadsheets 

do. However, the core components in the microkernel execute in privileged mode so they 

can access hardware directly. 

Every new version of the JVM is faced with the same classic security tradeoff: 

security versus functionality (McGraw, Ayer & McGovern, 2001). The premise of this 

tradeoff is that the more functionality a system has the less secure it is likely to be. 

Wallach, Balfanz, Dean and Felten (1997) stated that the sandbox model is easy to 

understand, but it prevents many kinds of useful programs from being written. All file 

system access is forbidden, and network access is only allowed to the host where the 

applet originated. Untrusted applets are prevented from stealing or destroying users‟ files 
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or snooping around their networks. However, it is also impossible to write a replacement 

for the users‟ local word processor or other common tools, which rely on more general 

networking and file system access. 

 

Computer System Self-Defense 

Introduction 

This self-defense technology section consists of examining vulnerability 

assessment, access control, authentication, anti-virus systems, firewalls, file integrity 

systems and intrusion detection. Ruiu (1999) identified seven different phases of an 

attack, which are summarized below: 

 Reconnaissance entails the attacker probing the region around which a protected 

network operates, such as an Internet service provider (ISP) or a Web site. The 

attacker‟s purpose may be to determine the addresses of trusted hosts, to disable a 

trusted but less secure host or to attack the ISP‟s router system. Such peripheral 

attacks can be given a low profile by sending the extracted information to several 

attacker sites and doing so at a low rate. 

 Vulnerability identification involves discovering weak links in a network. Web, mail 

and DNS servers are examples of targets that are often exploited since these targets 

tend to be more exposed as they sit in front of firewalls. 

 Penetration implies defeating any security boundary perimeter such as a firewall. It 

can be accomplished by executing scripts inside application programs that can allow a 

system to be hijacked by delivering malicious code inside innocuous packages. 
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 Control of the system and removing signs of entry are accomplished once an attacker 

has access to the network. Remote control software is downloaded, which can be used 

to clean up log files by restoring them to their pre-attack states. These include event 

files, file integrity checker files and intrusion detection system files. 

 Embedding ensures that the attacker retain control even in case of discovery. Since 

gaining control puts the attacker in an exposed position, the aim is to assure that 

access from this point forward does not generate obvious symptoms. This can be 

accomplished, for example, by overwriting little-used system files with malicious 

code that can survive a system reboot. 

 Data extraction involves the surreptitious retrieval of information, possibly 

encrypted, and trickled out at a low rate. 

 Attack relay is the final goal of an intruder, which is to use the compromised network 

as a springboard for attacking other systems. Since leaving a history of attack activity 

from one site makes the intruder vulnerable, it is better to have multiple attack relay 

sites. These provide the opportunity to distribute an attack reducing the likelihood of 

being detected. 

 

Vulnerability Assessment 

Allen et al.(2000) stated that vulnerability identification discovers weak network 

links through which the network can be accessed. With automated tools available, 

unauthorized scanning for vulnerabilities is very common. Denning (1999) stated that 

vulnerabilities alone do not constitute a threat to information resources. Nor does the 
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existence of methodologies to exploit those vulnerabilities. A threat arises only when 

there is an actor with the intent, capability and opportunity to carry out an attack. 

SANS (2001) stated that vulnerability scanners determine whether systems are 

vulnerable to attack. However, the purpose of an intrusion detection system is to 

determine if systems are being attacked. Rule-based intrusion detection systems work 

similarly to anti-virus systems. They are loaded with a large number of signatures of 

known attacks and compare all the network traffic coming into a system against the 

signatures. When the intrusion detection system sees a match, it alerts a management 

console, or pages a security, network, or system administrator. One problem with today‟s 

intrusion detection systems is that, like anti-virus tools, they miss any attacks for which 

no signature has been found. They can also overwhelm administrators with alarms for 

small, possibly unimportant scans. 

Assessment tools are off-line scanning tools that run on a periodic basis and look 

for system vulnerabilities either by simulating attacks or by scanning the system for 

misconfigured components (Hollander, 2000). The output of the assessment is a report in 

which all the potential problems are listed, accompanied with a list of corrective actions 

to be performed. Computer security experts have developed tools to help system 

administrators audit their networks for a variety of security vulnerabilities (Denning, 

1999). Examples of tools are the Internet Security Scanner (ISS), developed by 

Christopher Klaus; and the Security Analysis Tool for Auditing Networks (SATAN), 

developed by Dan Farmer and Wietse Venema. The Security Administrator‟s Integrated 

Network Tool (SAINT), an updated and enhanced version of SATAN, is designed to 

assess the security of computer networks (World Wide Digital Security, 2001). 
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World Wide Digital Security (2001) stated that a tool that assesses the security of 

computer networks, in its simplest mode, gathers as much information about remote hosts 

and networks as possible by examining network services. The information gathered 

includes the presence of various network information services as well as potential 

security flaws. These are usually incorrectly configured network services, well-known 

bugs in system or network utilities or poor policy decisions. It can then either report on 

this data or use a simple rule-based system to investigate any potential security problems. 

While these programs are primarily geared towards analyzing the security implications of 

the results, general network information can be gained when using the tool, such as 

network topology, network services running, types of hardware and software being used 

on the network.  

 Protecting servers from abuse is a difficult problem (Reed, 2000). Most operating 

system default builds are inherently insecure, so technology managers spend significant 

time hardening these systems by removing unneeded components or services that are not 

necessary for production or do not meet adequate levels of security controls. A hardening 

program is used to try to make the system as secure as possible, from the ground up 

(Beale, 2000). Generally, unnecessary services are deactivated and the configurations of 

the ones that are left enabled are upgraded. The Bastille Linux system is an example 

(Beale). 

Network-based vulnerability testers, also called vulnerability scanners, run on one 

computer and send packets of data to other computers (SANS, 2001). When a response 

comes, the scanner interprets it against a table of possible answers, and based on that 

answer, determines whether a vulnerability exists. Despite widespread use, vulnerability 
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scanners have similar problems to the intrusion detection systems: false positives, false 

negatives and reporting too many problems, most of which are minor, to the system‟s 

administrator. 

  

Access Control 

Company systems protected by a slew of firewalls and encryption devices may be 

compromised by a CEO‟s choice of her cat‟s name as a turnkey password (Paulos, 1999). 

CERT (Computer Emergency Response Team, 1999) wrote that publicly available 

software exists that allows users to extract sensitive system and user account information 

from the registry of Windows NT systems. A password-cracking program then processes 

this data in an attempt to reveal account passwords. In response to this problem, 

Microsoft released a fix that introduced the capability to protect the account password 

data contained in the registry with the aid of strong encryption. While virtual networks 

solve the problem of decentralized machines, they create a new problem (Schneier & 

Mudge, 1998). Virtual networks open traffic, previously considered internal to the 

company, to any prying eyes on the networks it traverses. Authentication and encryption 

are required to keep virtual network traffic not only tamperproof but also private. 

 Schneier (2000) stated that access control is defined as either what different 

subjects are allowed to do or, what can be done to different objects. Denning (1999) 

stated that the process of breaking into a computer generally involves getting access to an 

account on the system. After logging into the account, the intruder can take any action 

that has been permitted to that particular account, such as access files, run applications to 

read and modify documents, read e-mail messages sent to the account, send e-mail 
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messages from the account and destroy files. In short, the intruder gains unfettered access 

to the account and with it access to all resources available to the account. The damage 

that can ensue depends on the actions enabled by the compromised account. 

 Computer security has three aspects: confidentiality, integrity and availability 

(Schneier, 2000). Confidentiality is not much more than privacy. Integrity is based on the 

status of the data as of the last authorized modifier. Availability is about ensuring that an 

attacker cannot prevent legitimate users from having reasonable access to their systems. 

General computer security includes such diverse things as controlling authorized and 

unauthorized computer access, managing computer accounts and user privileges, copy 

protection, virus protection, software metering, and database security. More generally, it 

also includes defenses against computers across network connections, password sniffers 

and network worms. General computer security can be defined as the prevention and/or 

detection of unauthorized actions by users of a computer system. 

Information security consists of controlling the sharing of data so that exactly the 

right people get only the information they are permitted to have at exactly the right times 

(Microsoft Corporation, 1998). This translates into a number of security services that 

implement controls on who can view, modify or delete information, along with a number 

of operational services for implementing and managing those security services. Not all 

security services are implemented by the operating system. Some security functions, such 

as non-repudiation or digital signatures, are often more appropriate at the application 

level. 

 The traditional approach to authentication is a password (Schneier, 2000). When 

logging onto a computer system, a user name and password is entered. There are two 
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steps in the process: identification and authentication. Identification is telling the 

computer who is requesting access and authentication proves it. The computer at the 

other end of these transactions has a list of user names and passwords. Once the user 

name and password are entered, the computer compares the input against the entries 

stored on the list. If a valid user name is entered along with the correct corresponding 

password, the user is authenticated. Schneier and Mudge (n.d.) stated that the list of bad 

passwords becomes larger as computers get faster and distributed attacks against 

password files become more feasible. Some examples are dictionary words, words with 

random capitalization, words with the addition of numbers, words with numbers 

replacing letters, reversed words acronyms and words with the addition of punctuation. 

Microsoft Corporation (1998) stated that authentication mechanisms generally fall 

into four categories. Strong authentication systems generally require the use of at least 

two of these mechanisms simultaneously.  

 Something the user knows: Examples are the username/password pair, personal 

identification numbers (PIN) used for automated teller machines (ATM) access 

and safe combinations. 

 Something the user has: Car keys, ATM cards and other physical tokens are 

authentication mechanisms that require physical possession of a unique device to 

identify a user.  

 Something the user is: Fingerprints, retinal scans and voiceprints are examples of 

biometric mechanisms that can be used to provide a high level of authentication.  
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 Somewhere the user is: Network adapter addresses, caller-identification systems, 

and Global Positioning Satellite based systems all provide authentication 

information based on the location of the user. 

 

Hackers can draw on numerous software tools to assist with an attack (Denning, 

1999). These include commands issued at a keyboard; programs and scripts; autonomous 

agents, which execute and spread without their owner‟s intervention such as viruses and 

worms; and toolkits, which are software packages of tools. Over time, attacks have 

become increasingly automated and more powerful, allowing relatively inexperienced 

intruders to penetrate a system. Increasingly, executable code is being transmitted 

through e-mail attachments and the use of Java applets and ActiveX objects (Allen et al., 

2000). While ActiveX objects are less secure than Java applets, ActiveX‟s lack of 

security is reflective of its greater functionality. ActiveX has a minimal security model 

and relies on Authenticode, which is a mechanism for verifying the code‟s author 

although this provides little guarantee of safety since attackers can also get certificates. 

 An example of a security problem common to most sites is the dictionary attack 

(Microsoft Corporation, 1999). A dictionary attack occurs when an adversary uses a large 

list of words to try to guess a password. The encrypted password is compared to each 

word in the list until a match is found. All password-based authentication methods are 

vulnerable to dictionary attacks. Session hijacking is another kind of active attack that is 

feasible on Windows NT (Sutton, 1998). Session hijacking is where an active attacker 

reads the identifier and subsequently presents requests to the server. The server will treat 

these as legitimate requests and fulfills them. This attack succeeds not because Windows 
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NT has any particular security flaws, but because networking traffic is not protected by 

cryptographic techniques. To perform such attacks, a malicious program requires direct 

access to the computer‟s networking hardware. When a Windows NT client connects to 

the server‟s network share directory, the server authenticates the user without passing any 

passwords across the network. Once the server authenticates the client user, the server 

passes an unprotected session identifier back to the client. The client subsequently 

presents the identifier for all subsequent requests to connect to a shared directory on the 

same server without further authentication. 

Passwords remain a necessary evil in any security arrangement and Windows NT 

is no exception (Lewis & Morse, 1998). Windows NT offers a password mechanism that 

is, in theory, extremely hard to break. Users and administrators often make life relatively 

easy for intruders by choosing easy-to-guess passwords. They also leave passwords, even 

in encrypted form, in places where intruders can get at them. Customers must always pay 

close attention to their deployments, making sure they employ good security hygiene and 

create good corporate policies. There is no single solution for achieving security, and just 

assuming the site is secure because products provide good security is dangerous. It helps 

to have solid operating system architecture, firewalls, locked server rooms and vigilant 

auditing as well as other security measures. All of these solutions work together.  

Security against active penetrations is a weak link phenomenon (Sutton, 1998). 

Lewis and Morse (1998) concluded that passwords containing a combination of letters, 

numbers, and punctuation take much longer to guess. Lewis and Morse also commented 

that if the password-cracking program  (L0phtCrack) has to cope with passwords 

containing such combinations, the search described above would take six years on the 
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average instead of two days. While passwords containing numbers and punctuation are 

harder for users to remember and type, they are clearly much more secure than all-

alphabetic passwords. 

Even with users who are benign and careful, a mandatory security policy may still 

be subverted by flawed or malicious applications when only discretionary mechanisms 

are used to enforce it (Loscocco et al., 2000). In either case, an application may fail to 

apply security mechanisms required by the mandatory policy or may use security 

mechanisms in a way that is inconsistent with the user‟s intent. 

A Coopers and Lybrand report (Boll, Chamoun, Cohen, Cooper, Jumes, Lobel, 

Olson, Murphy, Reardon & Rivera, 1997) on the security features of Microsoft‟s 

Windows NT Server stated that an operating system needs to have a significant focus on 

security. The operating system must provide for core security functions such as 

authentication, granular access control, process isolation, confidential wide-area 

communications and audit trails. Before deploying Windows NT or any other operating 

system to support production operations, application development or networks, 

governments and businesses need to identify their security risks, establish security 

policies and ensure the proper training and supervision of their system managers. The 

report also stated that security is a function of sound policies, the appropriate application 

of technology, and supervision of day-to-day operational practices. Through training, 

proper documentation and ongoing security monitoring, a security plan and strategy may 

be tested for effectiveness on an ongoing basis. 

Lewis and Morse (1998) discussed Windows NT security stating that Microsoft 

has consistently emphasized security as one of Windows NT‟s most important features. 
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Windows NT includes encrypted user authentication, access control, secure remote 

access and after-the-fact auditing. Still, customers, developers and hackers have found 

vulnerabilities in Windows NT. Lewis and Morse concluded that these vulnerabilities 

were due primarily to implementation errors and bugs, not inherent architectural 

weaknesses, indicating a lack of maturity in earlier versions of the operating system. 

Loscocco et al.(2000) stated that the computer industry has not accepted the critical role 

of the operating system to security, as evidenced by the inadequacies of the basic 

protection mechanisms provided by current mainstream operating systems. 

Hollander(2000) stated that a major problem faced by security personnel and 

management is the lack of means to enforce previously defined security policies 

automatically. Most of the ongoing work of security personnel is devoted to conducting 

security assessments, analyzing intrusion detection system alarms and manually 

enforcing policy. Password policy enforcement is widely used. The typical system 

assures that the entered password is long enough and does not correspond to a valid word 

in the dictionary. In addition, it enforces frequent password changes. 

The necessity of operating system security to overall system security is 

undeniable; the underlying operating system is responsible for protecting application-

space mechanisms against tampering, bypassing and spoofing attacks (Loscocco et al., 

2000). If it fails to meet this responsibility, system-wide vulnerabilities will result. 

Although public awareness of the need for security in computing systems is growing 

rapidly, current efforts to provide security are unlikely to succeed. Current security 

efforts suffer from the flawed assumption that adequate security can be provided in 

applications with the existing security mechanisms of mainstream operating systems. In 
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reality, the need for secure operating systems is growing in today‟s computing 

environment due to substantial increases in connectivity and data sharing. 

Confidentiality, availability and integrity all boil down to access control, which is to 

make sure that authorized people are able to do whatever they are authorized to do, and 

that everyone else is not (Schneier, 2000). 

 

Authentication 

 Bakhtiari, Safavi-Naini and Pieprzyk (1995) stated that hash functions were 

introduced in early 1950‟s. The original aim was to have functions that can uniformly 

map a large collection of messages into a small set of message digests or hash values. A 

useful application of hash functions is for error detection where appending a message 

digest to the message allows detection of errors during transmission. In the receiving end, 

the hash value of the received message is recalculated and compared with the received 

hash value. If they do not match, an error has occurred. This detection is only for random 

errors. An active spoofer may intercept a message, modify it and re-send it appended with 

the digest recalculated for the modified message. 

 Schneier (2000) stated that one-way hash functions are like digital fingerprints, 

which are small pieces of data that can serve to identify much larger digital objects. They 

are public functions; no secret keys are allowed. They are called one-way because of their 

mathematical nature. Given the hash of a book, it is computationally unfeasible to create 

another book that hashes to the same value or to derive the book‟s original text unaltered. 

A digital signature is a block of data attached to a message or document that binds 

the data to a particular individual or entity (Denning, 1999). The binding is such that the 
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signature can be verified by the receiver or by an independent third party and cannot 

practically be forged. If even one bit of data is off, the signature will fail the validation 

process. 

Denning (1999) noted that digital signatures establish the authenticity of the 

source of a message. They also provide non-repudiation in that someone cannot deny 

having signed a message and get away with it. Unless the person‟s private key was 

compromised, nobody else could have produced the signature. Digital signatures can be 

used without message encryption in applications when authentication is desired but 

secrecy is not needed. One example is Web applications, where a Web browser runs 

program code off the Web only if it is signed by a trusted entity. This can help protect 

against Trojan horses that otherwise can enter while browsing the Web. Fingerprints may 

also serve as a digital signatures (Berghel, 1995). While both fingerprints and signatures 

accompany unaltered source documents, signatures, like their penned counterparts, are 

embedded in the document itself even if in encrypted form. 

Cryptography is the art and science of keeping messages secure (Schneier, 1996). 

On one level, cryptography is complicated mathematics (Schneier, 2000). It is 

cryptographers designing ever more complicated mathematical transformations and 

cryptanalysts countering with ever more ingenious ways of breaking the mathematics. 

Petitcolas (1999) stated that the first principles of cryptographic engineering were 

enunciated by Auguste Kerchhoffs in 1883. Kerchhoffs stated that the method used to 

encipher data is assumed known by the opponent so that security must lie only in the 

choice of the key. Modern age cryptography grew from the seminal work of Diffie and 

Hellman, who introduced public-key cryptography based on the computational 
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intractability of certain mathematical tasks (Kahng, Lach, Mangione-Smith, Mantik, 

Markov, Potkonjak, Tucker, Wang & Wolfe, 1998). Since 1976, cryptographic 

algorithms and techniques have evolved through innovation and public scrutiny.  

Denning (1999) commented that in 1976 two cryptographers at Stanford 

University, Whitfield Diffie and Professor Martin Hellman, invented a method whereby 

two parties could agree on a secret message key without the need for a third party, an off-

line exchange or transmission of any secret values. The Diffie-Hellman method is based 

on the concept of a public-private key pair. The protocol begins with each party 

independently generating a private key. Next, they each compute a public key as a 

mathematical function of their respective private keys. They exchange public keys. 

Finally, they each compute a function of their own private key and the other person‟s 

public key. The mathematics is such that they both arrive at the same value, which is 

derived from both of their private keys. They use this value as the message key. 

With public-key cryptography, each individual has a unique, long-term public-

private key pair (Denning, 1999). The public component, which can be posted on the 

Internet and shared with the world, is used for encrypting data, while the private 

component, which is computationally hard to compute from the public key, is used for 

decryption. Public-key cryptography is also called two-key cryptography and asymmetric 

cryptography. Conventional methods, which use a single key, are referred to as single-

key cryptography, private-key cryptography, symmetric cryptography, and conventional 

cryptography. 

 Public-key cryptography allows someone to send secret messages to people they 

have not met yet and with whom they have not agreed on a secret key (Schneier, 2000). 
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The basic idea is to use a mathematical function that is easy to compute in one direction 

and hard to compute in the other. Integer factorization is one. Given two prime numbers, 

it is easy to multiply them together to find the product. However, given a single product, 

it can be impractical to factor the number and recover the factors. 

Denning (1999) noted that shortly after Diffie and Hellman proposed the idea of 

public-key cryptography, three professors at the Massachusetts Institute of Technology, 

Ronald Rivest, Adi Shamir and Leonard Adleman, came up with a system for 

implementing it. Their scheme became known as RSA. Reed (2000) noted that PKI in 

combination with other supporting services, such as directories, allows implementation of 

sophisticated data controls. Additionally, PKI supports security controls, such as strong 

authentication via certificates, virtual private networks (VPN), user information via 

directory services and application-level access-control enforcement. 

With the advent of public key cryptography and digital signature schemes, 

cryptographic hash functions gained much more prominence (Bakhtiari, Safavi-Naini & 

Pieprzyk, 1995). Using hash functions, it is possible to produce a fixed length digital 

signature that depends on the whole message and ensures authenticity of the message. 

  Bellovin (1998) stated that cryptography is not a panacea for the security 

problems of the Internet. No more than 15% of the CERT advisories over the last ten 

years describe vulnerabilities that would be irrelevant in a world with ubiquitous 

cryptography. Most of the other advisories concerned buggy programs, a failing that 

cryptography cannot address. Indeed, there were a number of reports of flaws in assorted 

encryption and authentication programs. Cryptography is a core technology of 

cyberspace (Schneier, 2000). It allows the business and social constructs of the physical 
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world to be used in cyberspace. Without cryptography, e-commerce would never enter 

the mainstream. Cryptography is a collection of protocols that accomplish various 

security tasks. There are protocols for securing e-mail, digital content protection for 

music and movies, cell phone authentication to stop fraud and electronic commerce. 

 

Anti-virus Monitors 

A Trojan horse is an apparently useful and innocent program containing 

additional hidden code that allows the unauthorized collection, exploitation, falsification 

or destruction of data (SANS, 1999). Denning  (1999) stated that, when activated, a 

Trojan horse performs some undesirable action not anticipated by the person running it. It 

could delete files, reformat a disk, or leak sensitive data back to its author. Trojan 

programs, in and of themselves, are no more harmful to your computer than any other 

program (Carvey, 2000). Certain types of programs allow for the remote control and 

administration of a computer system. This allows the system administrator to manage and 

administer the system remotely. What makes the Trojan programs a nuisance is the fact 

that they are generally installed on a computer system without the knowledge of the user 

or the system administrator. Often they are touted as another type of program all together 

so that the user will install it unknowingly. 

If execution of the code is triggered by some event, the Trojan horse is also called 

a logic bomb or, in the case of a clock trigger, a time bomb (Denning, 1999). The 

malicious code is typically hidden inside a systems or application program that looks 

innocent if not outright attractive. It can be planted in virtually any program, including a 

word processor, spreadsheet application, computer game, financial application or system 
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utility. The Trojan version might be distributed through e-mail or posted on the Web. 

Unsuspecting users could pick it up by opening an e-mail attachment or downloading 

software from the Web. They can lurk in programs that are automatically downloaded 

and executed when the user clicks on a link to go to another Web page. This capability 

allows Web site developers to give users a dynamic experience instead of just a screen-

full of fixed text and images, but it also exposes users to greater risk. 

Trend Micro (n.d.) stated that a malicious Trojan horse program is known as a 

virus or a worm. A computer virus is a program or a piece of executable code that has the 

ability to replicate by attaching to most any type of file. They are spread as files are 

copied and sent from individual to individual. Like biological viruses, computer viruses 

can spread quickly and are often difficult to eradicate. A virus is a program that can infect 

other programs by modifying them to include a, possibly evolved, copy of itself (SANS, 

1999). 

  Denning (1999) stated that a user can catch a virus from a variety of sources, 

including floppy disks, CD-ROM‟s, e-mail attachments and Web pages with embedded 

code that is downloaded and run on the user‟s machine. Normally, the user would have to 

open an e-mail attachment to unleash a virus, but some e-mail systems may open 

attachments automatically. A virus could attach itself to other computer instructions, 

including software application code, the code used to boot a computer and 

macroinstructions placed in documents. Whenever the user or system takes an action that 

causes the host to run the virus runs as well. The viral code is added to the host‟s code in 

such manner that when the host is loaded into memory for execution the virus is activated 

first. The virus performs some function and then turns control over to its host. While 
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activated the virus can plant a copy of itself in the memory of the computer where it 

remains resident until the computer is shut down. The resident copy watches for 

uninfected hosts. When it finds one the virus inserts a copy of itself in the host. 

  A worm is an independent program that replicates from machine to machine 

across network connections often clogging networks and information systems as it 

spreads (SANS, 1999). Denning (1999) stated that a worm propagates from one computer 

to another over a computer network by breaking into the computers in much the same 

way that a hacker would break into them. Unlike viruses, they do not get any help from 

unwitting users. They must find a computer they can penetrate, carry out an attack and 

transfer a replica of their code to the target host for execution. In effect, a worm 

completely automates the steps taken by a computer intruder who hops from one system 

to the next. 

 Besides replication, these programs have a damage routine that can deliver the 

payload (Trend Micro, n.d.). While payloads may only display messages or images, they 

can also destroy files, reformat a hard drive or cause other kinds of damage. If the virus 

does not contain a damage routine, it can still cause trouble by taking up storage space 

and memory, and downgrading the overall performance of a computer. 

 

 

Trend Micro (n.d.) documented the life cycle of a computer virus. The following 

outline describes each stage: 
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1. Creation: Until a few years ago, creating a virus required knowledge of a computer 

programming language. Today anyone with even a little programming knowledge can 

create a virus. 

2. Replication: Viruses replicate by nature. A well-designed virus will replicate for a 

long time before it activates allowing plenty of time to spread. 

3. Activation: Viruses that have damage routines will activate when certain conditions 

are met, for example, on a certain date or when a particular action is taken by the 

user. Viruses without damage routines do not activate instead causing damage by 

stealing storage space. 

4. Discovery: This phase does not always come after activation, but it usually does. 

When a virus is detected and isolated, it is documented and distributed to anti-virus 

developers. 

5. Assimilation: At this point, anti-virus developers modify their software so that it can 

detect the new virus. 

6. Eradication: If enough users install up-to-date virus protection software, any virus can 

be wiped out. So far, no viruses have disappeared completely, but some have long 

ceased to be a major threat. 

 

File infector viruses, also known as parasitic viruses, operate in memory and 

usually infect executable files with the following extensions: *.COM, *.EXE, *.DRV, 

*.DLL, *.BIN, *.OVL, *.SYS (Trend Micro, n.d.). They activate every time the infected 

file is executed by copying themselves into other executable files and can remain in 

memory long after the virus has activated. A macro virus is an automatically executed 
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program embedded in document files or applications with a macro capability, such as 

word processors and spreadsheets (Denning, 1999). Such macros are automatically 

executed in response to some event, for example, opening or closing a file or starting the 

application. Once activated, their code can be copied to other documents. Trend Micro 

(n.d.) stated that macro viruses are not specific to an operating system and spread via e-

mail attachments, floppy disks, Web downloads, file transfers and cooperative 

applications. Macro viruses are, however, application-specific. They infect macro utilities 

that accompany such applications as Microsoft Word and Excel, which means a Word 

macro virus cannot infect an Excel document and vice versa. Instead, macro viruses 

travel between data files in the application and can eventually infect hundreds of files if 

undeterred. 

 Carvey (2000) stated that the key to detecting or preventing the installation of a 

Trojan horse program is in understanding how the Trojan horse is installed on the target 

system. A Trojan horse makes its way onto the target system through an e-mail 

attachment, a floppy disk, download, or it may be loaded via a downloader Trojan horse 

program or ActiveX component. The malicious network backdoor program could be 

attached or bound to some other innocuous program such as a game. When the host 

program is executed, the Trojan horse installation takes place in the security context of 

the user, that is the program can only do those things that the user can do on the target 

computer system. 

  Viruses employ several techniques to hide their presence (Denning, 1999). Stealth 

viruses intercept certain system calls and return false information such as returning the 

size or contents of a file before it was infected. A scanner, checking to see if a file has 
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grown or has a known viral code, can be tricked into thinking the file has not been 

altered. Encrypting viruses hide their presence by storing the bulk of their code in 

encrypted form. A small encryption routine is placed at the beginning of the code to 

decrypt the rest of the virus when it is activated. Polymorphic viruses mutate as they 

replicate fooling scanners that look for a fixed pattern. Frequently done with encryption, 

each mutant is encrypted under a different random key creating different ciphertexts. 

The most popular and effective anti-virus programs are anti-virus scanners 

(Message Labs, 2001). The principle of operation of anti-virus scanners is based on 

checks of files, sectors and system memory; and search for known and new viruses. To 

search for known viruses so-called masks are used. A virus mask is a virus specific 

constant sequence of code. If a virus contains no constant mask or the size of the mask is 

insufficient, other methods are used. An example of such a method is an algorithmic 

language describing all possible code sequences, which one may meet in files infected 

with that virus. 

 

Firewalls 

 Denning (1999) stated that a firewall is a network monitor or collection of 

monitors placed between an organization‟s internal network and the Internet or between 

two local area networks. The objective is to keep intruders, malicious code and unwanted 

information out and proprietary or sensitive data in. Historically, many technologists took 

the view that a firewall was security (Reed, 2000). The idea was supported by a 

misconception that, if the perimeter network was protected with a firewall, the data was 

inherently protected on the internal network. Accordingly, the only business requirement 
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was to protect the network. Systems administrators set up accounts on individual systems, 

but most technology managers contented themselves with the thought that the perimeter 

network provided all the protection they needed. 

Firewalls are, typically, located at the entry point to the organization‟s network or 

at the interconnection to a large sub-network within the organization (Hollander, 2000). 

Firewalls control the protocols and services that can go through and offer limited network 

intrusion detection capabilities. Firewalls are considered a good first line of defense for 

attacks from outside a company. Reed (2000) continued stating that firewalls are still 

used to provide first-level filtration of unauthorized traffic to the production network 

whether the traffic is from an Internet connection or a partner connection. 

Loscocco et al. (2000) stated that firewalls provide no protection against 

malicious insiders. Typically, insiders can easily leak information through the firewall. 

Malicious insiders can construct tunnels to permit outsiders to perform inbound calls 

through the firewall or may provide ways of bypassing a firewall entirely. Additionally, 

malicious insiders can exploit data leaked between users within the firewall. Although 

internal firewalls may be used to partition insiders into multiple trust classes, protection is 

limited in comparison to what can be provided by a secure operating system. In addition 

to the threat of malicious insiders, a firewall is at risk from the threat of malicious 

software executed by benign insiders. If a benign insider executes malicious software on 

an internal host, the malicious software may seek to subvert the protection of the firewall 

in the same fashion as a malicious insider. In addition, a benign insider may execute a 

Trojan horse whose overt purpose requires external access. In this case, the malicious 

software may still subvert the protection of the firewall. 
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 Epstein (2000) commented that many organizations place total reliance on their 

firewalls for providing security, assuming they do not have to safeguard what is inside. 

Aside from the threat of insider attacks, the increasing amount of information passing 

through the firewall makes it more important that those back-office systems be able to 

protect themselves from attack. Epstein concluded that firewalls could no longer provide 

meaningful protection. Stronger and better-integrated host protection will be needed. 

 

File Integrity Monitors 

Kim and Spafford (1993) stated that the heart of most computer systems is a file 

system. The file system contains user data, executable programs, configuration and 

authorization information and usually the base executable version of the operating 

system. The ability to monitor file systems for unauthorized or unexpected charges gives 

system administrators data for protecting and maintaining their systems.  However, in 

environments of many networked heterogeneous platforms with different policies and 

software, the task of monitoring changes can be difficult. 

Goan (1999) commented that an inexpensive technique for intrusion detection is 

provided by the simple lying of tripwires. These software programs take snapshots of 

certain file system characteristics that can be used to detect critical file additions, 

modifications or deletions. Most intruding hackers will either install back-door entry 

points or unwittingly alter file system and directory characteristics. A detector monitoring 

for these changes can provide direct evidence of an intrusion. Fenzi and Wreski (2000) 

stated that a way to detect local and network attacks on systems is to run an integrity 

checker like Tripwire, Aide or Osiris. These integrity checkers run a number of 
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checksums on important binaries and configuration files and compares them against a 

database of former, known-good values as a reference flagging any changes in the files. 

An integrity checksum is a value that is computed from the data being protected 

and stored with the data or in some other location (Denning, 1999). The integrity of the 

data is validated by re-computing the checksum. Integrity checksums are sometimes 

called message authentication codes (MAC) or fingerprints. The function that produces 

the checksum is called a hashing function as it produces what looks like a random block 

of data from the original data. The checksum has a fixed length on the order of 64 to 160 

bits regardless of the length of the message. 

File integrity scanners operate by calculating checksums for actual disk 

files/system sectors (Message Labs, 2001). These checksums are saved to an anti-virus 

database with some other data, like file sizes and dates of last modification. On 

subsequent runs, the scanners compare database information with currently calculated 

values. If a database entry for a file differs from the file‟s current characteristics, the 

scanners report file modification or possible virus infection. 

Integrity analysis focuses on whether some aspect of a file or object has been 

altered (Bace, 1999). This often includes file and directory attributes, content and data 

streams. Integrity analysis often uses strong cryptographic mechanisms, called message 

digest or hash algorithms, which can recognize even subtle changes. The advantage of 

this type of operation is that any successful attack will be detected regardless of whether 

or not the attack was detected by signature or statistical analysis. However, current 

implementations tend to work in batch mode, and they are not conducive to real-time 

response. 
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Allen et al. (2000) stated that Tripwire is a file integrity assessment tool that was 

originally developed at Purdue University. Tripwire‟s approach is independent of the type 

of exploit and it is not necessary for the exploit to be identified for recovery to be made. 

However, the system will not detect an intrusion that does not modify monitored files and 

the detection will not be made until the next time Tripwire is run. Tripwire detects 

changes in the file system of the monitored system rather than looking for suspicious 

activities, per se. It computes checksums or cryptographic signatures of files. If these 

signatures are computed for a file system that is known to be in a secure configuration 

and stored in such a way that they cannot be corrupted, they can be compared with a 

subsequent re-computation of signatures for the same file system to determine which files 

have changed. Tripwire can be configured to report all changes in the monitored file 

system or only those of interest to the administrator. It can be configured to perform 

integrity checks at regularly scheduled intervals and provides systems administrators with 

the information they need to implement recovery if tampering has occurred. Tripwire can 

also facilitate recovery as well as detection; a feature not present in most intrusion 

detection systems. Unscheduled Tripwire runs are useful for damage assessment after a 

suspected or confirmed intrusion. 

Osiris is a pair of applications that can be used to monitor specific changes to a 

system over time (Schmoo Group, 2001). The first application is used to collect specific 

data from the local file system and store that data into a database. The second application 

is used to analyze and/or compare the differences between two databases. These 

applications compare one catalog of executable files with another catalog of executable 

files. It will output to a file any differences it finds between the two catalogs including 
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missing or additional files, differing hash codes, modification dates, duplicate hashes and 

file attributes. Together, the two files give an administrator the tools to follow changes in 

files on a server or workstation. 

Advanced Intrusion Detection Environment (AIDE) is a free replacement for 

Tripwire (Lehti & Virolainen, n.d.). It constructs a database of the files specified in the 

AIDE configuration file. The database stores various file attributes and creates a 

cryptographic checksum or hash of each file. Once this database is initialized, it can be 

used to verify the integrity of the files. Typically, a system administrator will create an 

AIDE database on a new system before it is brought onto the network. This first AIDE 

database is a snapshot of the system in its normal state and the yardstick by which all 

subsequent updates and changes will be measured. The database should contain 

information about essential system binaries, libraries, header files and all files that are 

expected to remain the same over time. The database probably should not contain 

information about files which change frequently like log files, mail spools or temporary 

directories. 

Lehti and Virolainen (n.d.) summarized that, while it is possible to manipulate file 

dates and sizes, it is much more difficult to manipulate a single cryptographic checksum 

and exponentially more difficult to manipulate each of the entire array of checksums. By 

rerunning AIDE after a break-in, a system administrator can quickly identify changes to 

key files and have a high degree of confidence as to the accuracy of these findings. 

Unfortunately, AIDE can not provide absolute surety about file changes. Like any other 

system files, AIDE‟s binary and/or database can also be altered.  
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Intrusion Detection 

Clyde (1998) stated that intrusion detection implies discovering attacks and 

threats throughout an enterprise and responding to those discoveries. Some of the 

automated responses include notifying a security administrator via a console, e-mail or 

pager; stopping the offending session; shutting the system down; turning off Internet 

links; disabling users; or executing a predefined command procedure. Denning (1999) 

stated that there are two basic intrusion detection approaches: misuse detection and 

anomaly detection. These names are misleading, however, as both can be used to detect 

intrusions and insider misuse of company computers, and both look for anomalous 

activity. 

Gerken (2001) stated that intrusion detection is an emerging technology that seeks 

to automate the detection and elimination of intrusions. Intrusion detection systems seek 

to increase the security and hence the availability, integrity and confidentiality of 

computer systems by eliminating unauthorized system/data access. Intrusion detection 

systems can provide useful, reliable results in specific situations and configurations 

(Allen et al., 2000). These include monitoring an organization‟s firewall policy to ensure 

it is implemented correctly, monitoring unpatched machines for specific vulnerabilities 

and monitoring specific network services. 

Intrusion detection efforts throughout the 1980‟s and early 90‟s tended to focus on 

post-event audit trail analysis (Clyde, 1998). Most companies, however, did not make use 

of such tools. Unfortunately, as the number of users, systems, applications and databases 

grew, so did the growth of audit trails becoming so large that they actually caused denial 

http://www.sei.cmu.edu/str/indexes/glossary/security.html
http://www.sei.cmu.edu/str/indexes/glossary/availability.html
http://www.sei.cmu.edu/str/indexes/glossary/integrity.html
http://www.sei.cmu.edu/str/indexes/glossary/confidentiality.html
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of service problems from using up too much disk space. Many production environments 

routinely turned off audit trails to avoid disruptions to production systems. 

Intrusion detection is needed because firewalls cannot provide complete 

protection against intrusion (Allen et al., 2000). Experience has taught never to rely on a 

single defensive line or technique. A firewall serves as an effective noise filter, stopping 

many attacks before they can enter an organization‟s networks. However, firewalls are 

vulnerable to errors in configuration and ambiguous or undefined security policies. They 

are generally unable to protect against malicious mobile code, insider attacks and 

unsecured modems. Firewalls rely on the existence of a central point through which 

traffic flows. However, the growing trend towards geographically distributed networks 

with inside and outside users traversing the same subnets creates an absence of central 

points for firewall monitoring purposes. 

Dr. Edward Amoroso, the Chief Technology Officer in the Information Security 

Center at AT&T Laboratories, discussed the critical issues in intrusion detection 

(Amoroso, 1999). He defined intrusion detection as the process of identifying and 

responding to malicious activity targeted at computing and network resources. The basic 

methods for intrusion detection are audit trail analysis and on-the-fly processing 

techniques. Audit trail processing occurs when an audit file is parsed and interpreted by 

an intrusion detection system. This method is usually performed off-line. On-the-fly 

processing, however, involves the monitoring of traffic so that real-time or near real-time 

analysis can be done with respect to appropriate detection algorithms. Dr. Amoroso 

discussed an intrusion taxonomy introduced by Peter Neumann and Donn Parker of SRI 
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International. This structured representation of intrusion types provides insight into their 

respective relationships and differences. The taxonomy is listed below: 

1. External Misuse: non-technical, physically separate intrusions. 

2. Hardware Misuse: passive or active hardware security problems. 

3. Masquerading: spoofs and identity changes. 

4. Subsequent Misuse: setting up intrusions via plants or bugs. 

5. Control Bypass: going around authorized protections/controls. 

6. Active Resource Misuse: unauthorized changing of resources. 

7. Passive Resource Misuse: unauthorized reading of resources. 

8. Misuse via Inaction: neglect or failure to protect a resource. 

9. Indirect Aid: planning tools for misuse. 

 

Amoroso (1999) also described signatures of abnormal behavior to detect possible 

intrusions. Some intrusion detection indicators are repetition of a suspicious action; 

mistyped commands or responses during an automated sequence; exploitation of known 

vulnerabilities; directional inconsistencies in inbound or outbound packets; unexpected 

attributes of some service request or packet; unexplained problems in some service 

request, system or environment; and suspicious character traffic on a network. Signatures 

are patterns corresponding to known attacks or misuses of systems (Bace, 1999). They 

may be simple character string matches looking for a single term or command or complex 

security state transitions written as formal mathematical expressions. In general, a 

signature can be concerned with a process, that is, the execution of a particular command, 

or an outcome, such as the acquisition of a root shell. Signature analysis is pattern 
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matching of system settings and user activities against a database of known attacks. One 

advantage of signature analysis is that it allows sensors to collect a more tightly targeted 

set of system data, thereby reducing system overhead. 

Gerken (2001) stated that rule-based intrusion detection uses expert systems 

technology to analyze audit trail data. These security systems can be used to analyze 

system audit trails for pending or completed computer security violations. This 

technology seeks to increase the availability of computer systems by automating the 

detection and elimination of intrusions. Rule-based intrusion detection assumes that 

intrusion attempts can be characterized by sequences of user activities that lead to 

compromised system states. The expert system rules typically look for high-level state 

change patterns observed in the audit data compared to predefined penetration state 

change scenarios. If a expert system infers that a penetration is in process or has 

occurred, it will alert the computer system security officers and provide them with both a 

justification for the alert and the user identification of the suspected intruder. 

Gerken (2001) noted that there are two major approaches to rule-based intrusion 

detection. A state-based intrusion detection system has a rule base of sequences of system 

states codified using the terminology found in the audit trails. Model-based intrusion 

detection stores known intrusion attempts that are modeled as sequences of user behavior 

or events in an audit trail. The intrusion detection system itself is responsible for 

determining how an identified user behavior may manifest itself in an audit trail. 

State transition analysis is a method for representing the sequence of actions that 

an attacker performs to achieve a security violation (Kemmerer, 1997). State transition 

analysis is based on the premise that all computer penetrations share two common 
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features. First, penetrations require the attacker to possess some minimum prerequisite 

access to the target system. This prerequisite access may range from access to certain 

files, devices or telephone lines to possession of information regarding a particular 

security-relevant function. Second, all penetrations lead to the acquisition of some 

previously unheld ability. That is, a subject performing a penetration is doing so to gain 

something. Whether the ability gained is unauthorized access to data or access to another 

user‟s privileges something is gained. Identifying what is acquired by the penetrator is 

analogous to identifying what aspect of a computer‟s security has been compromised by 

the penetration. 

 Denning (1999) stated that anomaly detection is based on profiles that are 

developed for individual customers or computer users or for aggregate entities. Gerken 

(2001) called these systems statistical-based intrusion detection since statistical methods 

were employed to identify audit data that may potentially indicate intrusive or abusive 

behavior. Denning continued stating that current behavior is compared with recorded 

behavior to determine whether it is outside the scope of normal activity. Gerken 

continued stating that these characterizations, called profiles, are typically represented by 

sequences of events that may be found in the system‟s audit data. User profiles, if used, 

are specific to each user and are dynamically maintained. As a user‟s behavior changes 

over time so too will the user profile. These systems are able to learn the behavior of the 

users they monitor adaptively. However, the systems require the creation and 

maintenance of user/system profiles. These profiles are sensitive to hardware and 

software modifications and will need to be updated whenever the system or network they 

used to protect is modified. 
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Bace (1999) commented that the advantages of statistical analysis are that the 

system may detect heretofore-unknown attacks and statistical methods may allow 

detection of more complex attacks, such as those that occur over extended periods. 

Denning (1999) stated that a benefit of anomaly detection is that it can potentially 

recognize unforeseen attacks. A limitation is that it can be hard to distinguish normal 

from abnormal behavior. In addition, someone might be able to learn what is expected 

and disguise behavior so that it appears normal. Bace continued stating that the 

disadvantages of statistical analysis are that it is relatively easy for an adversary to trick 

the detector into accepting attack activity as normal by gradually varying behavior over 

time; the possibility of false alarms is much greater in statistical detectors; and statistical 

detectors do not deal well with changes in user activities. This rigidity can be a problem 

in organizations where change is frequent. This can result in both false alarms and false 

negatives. 

 Gerken (2001) stated that variations of statistical analysis include predictive 

pattern generation, which detects attempts to predict future events based on events that 

have already occurred. Advantages of this approach include its ability to detect misuse as 

well as intrusions and its ability to detect and respond quickly to anomalous behavior. 

Another variation uses neural networks to create and maintain behavior profiles. 

Statistical analysis is based on the premise that intrusions can be detected by inspecting a 

system‟s audit trail data for unusual activity and that an intruder‟s behavior will be 

noticeably different than that of a legitimate user. Before unusual activity can be 

detected, these systems require a characterization of user or system activity that is 

considered normal. 
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 Clyde (1998) noted that in 1987, a U.S. Government-funded project called 

Intrusion Detection Expert System (IDES) at Stanford Research Institute read audit trails 

and created profiles of normal use patterns for users and then reported deviations. Event 

Monitoring Enabling Responses to Anomalous Live Disturbances (EMERALD) was 

drawn on earlier experience in developing and using IDES and its successor NIDES 

(Next-Generation IDES) (Neumann & Porras, 1999). EMERALD is an environment for 

anomaly and misuse detection and subsequent analysis of the behavior of systems and 

networks. EMERALD targets both external and internal threat agents that attempt to 

misuse system or network resources and is an environment that combines signature-based 

and statistical analysis components with a resolver that interprets analysis results. 

  A more general strategy is to model attack scenarios (Allen et al., 2000). In this 

approach, there are notions of attack sequences that lead to compromised configurations. 

As a hypothesized attack evolves evidence is built up for and against the probability of 

that type of attack based on predefined attack models. It allows the intrusion detection 

system to provide early warning of an attack with growing or diminishing confidence of 

the existence of the attack as the evidence unfolds.  

Kemmerer (1997) stated that the Reliable Software Group of the Department of 

Computer Science at University of California Santa Barbara developed an approach to 

representing computer penetrations and applied this approach to the development of a 

real-time expert system intrusion detection tool. This approach modeled penetrations as a 

series of state transitions described in terms of signature actions and state assertions. State 

transition representations were written to correspond to the states of an actual computer 

system and formed the basis of a rule-based expert system for detecting penetrations. The 
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system was called the State Transition Analysis Tool (STAT). A distributed version of 

STAT, called NSTAT, implemented a single STAT process with a single, chronological 

audit trail in a client/server environment. 

Learning through classification as applied to intrusion detection is a technique 

that generalizes from examples of data derived from user or system activity (Allen et al., 

2000). In some classification approaches, only examples of normal activity are employed 

and anything outside this regime is considered anomalous, while in other approaches 

examples of specific intrusions may be learned. Because the emphasis of this approach is 

on characterizing normal behavior, it may be considered a branch of anomaly detection. 

One approach to classification learning is computer immunology inspired by the 

mechanisms of biological immunology.  

Forrest, Hofmeyr and Somayaji (1997) discussed the relationship between a 

computer immune system and an immune system of a living organism. Immunologists 

have described the problem solved by the immune system as that of distinguishing self 

from a dangerous other (or non-self). The problem of protecting computer systems from 

malicious intrusions can be viewed similarly. In this case, non-self might be an 

unauthorized user, foreign code in the form of a computer virus or worm, unanticipated 

code in the form of a Trojan horse or corrupted data. Forrest, Hofmeyr and Somayaji 

continued stating that, although there are many differences between living organisms and 

computers, the similarities are compelling and could point the way to improved computer 

security. Improvements can be achieved by designing computer immune systems with 

some properties of natural immune systems. They include distributability, multi-layered 
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protection, automated response/self-repair, diversity of detection ability across 

individuals, inexact matching strategies and anomaly detection. 

TechTarget.com (2001) stated that in information technology, a neural network is 

a system of programs and data structures that approximates the operation of the human 

brain. A neural network usually involves a large number of processors operating in 

parallel, each with its own small sphere of knowledge and access to data in its local 

memory. Typically, a neural network is initially trained or fed large amounts of data and 

rules about data relationships. A program can then tell the network how to behave in 

response to an external stimulus or can initiate activity on its own. Neural networks are 

sometimes described in terms of knowledge layers with more complex networks having 

deeper layers. In feed forward systems, learned relationships about data can feed forward 

to higher layers of knowledge. Neural networks can also learn temporal concepts and 

have been widely used in signal processing and time series analysis.  

Allen et al. (2000) stated that neural network approaches have demonstrated the 

ability to diagnose attack patterns. However, issues of diagnostic accuracy, training 

times, solution convergence, fine-tuning and opaqueness of the diagnostic logic need to 

be further addressed for large real-world systems. On the positive side, neural networks 

work well with noisy data, require less labor intensive model building and perform 

diagnostic computations very rapidly thus making real-time diagnosis possible. In 

addition, neural nets can be trained from operational data and do not need human insights 

that may possibly be misguided. Tesauro, Kephart and Sorkin (1996) developed a neural 

network for generic detection of the boot sector viruses that infect the boot sector of a 

floppy disk or a hard drive. Cannady (1998) discussed using neural networks for misuse 
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detection to identify instances of network attacks by comparing current activity against 

the expected actions of an intruder.  

These methods all generate rules from data, but the rules are not designed for 

human understanding (Allen et al., 2000). In general, example classification produces 

rules that are most easily interpreted by humans while neural nets generate the most 

opaque rules. However, rule clarity is not a strong feature of any of the machine learning 

methods. These systems are no better than systems that attempt to recognize a priori 

patterns associated with attacks or intrusions. However, they are of research interest 

because they may support the recognition of intrusions that have not been seen previously 

and which have no previously described patterns. Allen et al. continued stating that 

significant issues remain: 

 These methods generally require much fine-tuning to operate at maximum efficiency, 

but the optimum parameter values are not always obvious. 

 The learning process may be computationally expensive particularly if it cannot be 

performed in an incremental way. An associated issue is that one may need to unlearn 

old experience. This introduces complexity in retraining. 

 A large amount of data is required to train these systems. The difficulty of providing 

data that is guaranteed not to contain attacks or attack-like behaviors is problematic. 

This is complicated by the fact that normal is a function of both time and place.  

 

Clyde (1998) summarized the needs of an effective intrusion detection system. An 

effective intrusion detection system needs to limit false positives, which the system 

classifies as an anomalous action when it is legitimate. At the same time, it needs to be 



74  

 

effective at catching attacks. False alarms are distracting and reduce the effectiveness of 

an intrusion detection system. Failing to catch a break-in reduces its value even further. 

To detect new types of attacks an intrusion detection tool must have a way to be updated 

quickly. Bass (2000) stated that intrusion detection systems would require the fusion of 

data from myriad heterogeneous distributed network sensors to create the environment 

needed to support the function effectively. Because most deployed computer systems are 

vulnerable to attack, intrusion detection is a rapidly developing field  (Allen et al., 2000). 

However, over-reliance on intrusion detection technologies can create a false sense of 

confidence about the degree to which tools are detecting intrusions against an 

organization‟s critical assets. 

Allen et al. (2000) noted that attackers are rapidly improving their abilities to 

penetrate networks successfully. Challenges to today‟s intrusion detection systems 

include: 

 Increases in the types of intruder goals, intruder abilities, tool sophistication and 

diversity, as well as the use of more complex, subtle and new attack scenarios. 

 The use of encrypted messages to transport malicious information. 

 The need to inter-operate and correlate data across infrastructure environments with 

diverse technologies and policies. 

 Ever increasing network traffic. 

 Risks inherent in taking inappropriate automated response actions. 

 Attacks on the intrusion detection systems themselves. 

 Unacceptably high levels of false positives and false negatives making it difficult to 

determine true positives. 
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Summary 

Even when a computer system is equipped with stringent authentication 

procedures and firewalls it is still susceptible to hackers who take advantage of system 

flaws and social engineering tricks (Goan, 1999). The most obvious conclusion that can 

be drawn from two decades of research is that there are no easy answers, no silver bullets. 

Effective intrusion detection capability remains elusive as computing environments 

become more complex and crackers continually adapt their techniques to overcome 

innovations in computer security. Additionally, network administrators have been slow to 

adopt intrusion detection technology due to, among other reasons, excessively high false 

alarm rates associated with existing tools. These false alarms require a high degree of 

human analysis thus reducing existing intrusion detection systems to the status of simple 

evidence sources. Given this observation, further advances in automated intrusion 

detection will require the development of new means of exploiting available evidence. 

 

Data Hiding 

During World War II, the British Broadcasting Corporation (BBC) transmitted 

messages to occupied France. Most of the messages were innocuous but some were 

directed to the French resistance. On June 1, 1944 after a 9 p.m. news broadcast, the BBC 

transmitted a line of poetry, “Les sanglots longs des violons de l‟automme” (Ryan, 1959). 

The transmission was repeated on the 2
nd

 and 3
rd

 of June. The second line of the same 

poem, “Blessent mon coeur d‟une langeur monotone,” was broadcast on June 5
th

 at 21:15 
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hours (Kahn, 1996). These transmissions are the first two lines of the poem, “Chanson 

d`Automne [Song of Autumn]” written by the 19
th

 century French poet Paul Marie 

Verlaine. Translated as “The long sobs of autumn‟s violins” and “wound my heart with a 

monotonous languor,” the first line of the poem was a coded message warning the French 

resistance that an invasion was imminent (Ryan). Consequently, the French began a 

series of railroad demolition and other destructive activities. The second line announced 

that Operation Overlord, the Allied invasion of Europe, would start within 48 hours 

counted after midnight when the message was sent. 

Denning (1999) defined steganography as the practice of hiding a message in such 

a manner that its very existence is concealed. This is done by embedding the message in 

some medium such as a document, image, sounding recording or video. Anyone knowing 

that the medium contains a secret message can readily extract the message, assuming the 

method of encoding is known. For everyone else, the message will be invisible. Anderson 

and Petitcolas (1998) stated that steganography must not be confused with cryptography 

where a message is transformed so as to make its meaning obscure to a person who 

intercepts it. 

 Discussing the history of steganography, Schneier (2000) stated that Herodotus 

talks of the ancient Greek practice of tattooing a secret message on the shaved head of a 

messenger and letting his hair grow back before sending him through enemy territory. 

Invisible ink is a more modern technique. Microdots were invented by the Germans 

during World War I and stayed in vogue for many years. Spies would photograph an 

image such that the image on the negative was small enough to cut out and place over a 
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period in a book. The spy would carry the book around secure that no one would find the 

microdot hidden on one of its many pages. 

 One issue with steganography is bandwidth (Schneier, 2000). It is easy to hide a 

few bits of information whereas hiding an entire e-mail message is a lot harder. This kind 

of system works because the secret message is much smaller than the overt message and 

is generally called a subliminal channel. The D-Day invasion messages are examples of a 

subliminal channel. Schneier continued stating that in the computer world steganography 

has come to mean hiding secret messages in graphics, pictures, movies or sound. The 

sender hides the message in the low-order bits of one of these file types and the receiver 

extracts it at the other end. The quality degrades slightly but, if done right, will hardly be 

noticeable. There are many ways to embed subliminal channels in documents: the choice 

of fonts and font sizes, the placement of data and graphics on a page or the use of 

different synonyms in text. 

 Subliminal channels have been used by unscrupulous programmers to leak 

information without the user‟s consent (Schneier, 2000). An example is separating 

characters on a report with spaces equivalent to a customer‟s account number: no spaces 

for the number zero and nine spaces for the number nine. Schneier noted that subliminal 

channels have the same problem as steganography in that someone who examines the 

underlying software will notice the subliminal channel. If embedded in a complex piece 

of software or a piece of embedded hardware it can go unnoticed for a long time. 

Collberg and Thomborson (1999) defined watermarking as a process that embeds 

a secret message into a cover message. The use of watermarks is almost as old as paper 

manufacturing (Berghel, 1995). Ancients poured a mixture of fiber and water onto mesh 
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molds to collect the fiber. This was then dispersed within deckle frames to add shape and 

uniformity and finally applied great pressure to expel the water and cohere the fiber. This 

process has not changed much in 2,000 years even with the benefit of automation. One 

byproduct of this process is the watermark, which is the technique of impressing into the 

paper a form, image or text derived from the negative in the mold as the paper fibers are 

squeezed and dried. Paper watermarks have been in wide use since the late Middle Ages. 

Their earliest use seems to have been to record the manufacturer‟s trademark on the 

product so that the authenticity could be clearly established without degrading the 

aesthetics and utility of the stock. In recent times, watermarks have also been used to 

certify the composition of the paper including the nature of the fibers used. Today, most 

developed countries also watermark their paper currencies and postage stamps to make 

forgery more difficult. 

Berghel (1995) stated that a digital watermark is a digital signal or pattern 

inserted into a digital document such as text, graphics, or multimedia presentations. As 

such, it is a form of electronic watermark much like the corporate logos used by the cable 

television industry to identify the source of the program on screen typically along the 

lower periphery of the television screen. In media watermarking, the secret is usually a 

copyright notice hidden in a digital image (Collberg & Thomborson, 1999). 

Watermarking an object discourages intellectual property theft by allowing ownership to 

be proven. Fingerprinting is similar to watermarking except a different secret message is 

embedded in every distributed cover message. This allows detection when a theft has 

occurred and the capability to trace the copyright violator. A typical fingerprint would 

include vendor, product and customer identification numbers. Anderson and Petitcolas 
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(1998) stated that the effect is somewhat like a hidden serial number: it enables the 

intellectual property owner to identify customers who break their license agreement by 

supplying the property to third parties.  

Collberg and Thomborson (1999) described the software watermarking problem 

as follows. Embed a structure W into a program P such that: W can be reliably located 

and extracted from P even after P has been subjected to code transformations such as 

translation, optimization and obfuscation; W is stealthy; W has a high data rate; 

embedding W into P does not adversely affect the performance of P; and W has a 

mathematical property signifying that its presence in P is the result of deliberate actions. 

Collberg and Thomborson‟s software watermark taxonomy is distinguished between two 

basic types of static watermarks: code watermarks and data watermarks. Code 

watermarks are stored in the section of the executable that contains instructions. Data 

watermarks are stored in any other section, including headers, string sections and 

debugging information sections. 

Static watermarks are stored in the application executable itself (Collberg & 

Thomborson, 1999). In a Unix environment this is typically within the initialized data 

section where static strings are stored, the text section (executable code), or the symbol 

section (debugging information) of the executable. In the case of Java, information could 

be hidden in any of the sections of the class file format: constant pool table, method table 

and line number table. Media watermarks are commonly embedded in redundant bits, 

which cannot be detected due to the imperfection of human perception. Code watermarks 

can be constructed in a similar way, since object code also contains redundant 

information. For example, if there are no data or control dependencies between two 
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adjacent statements they can be flipped in either order. A watermarking bit could be 

encoded whether or not it is in lexicographic order. 

Authentication is but one use of digital watermarking (Berghel, 1995). Both 

symmetric and asymmetric hashing algorithms can be used to embed a unique digital 

imprint on a document or file. If the removal of an imprint yields the original document 

then the copy is authentic. Such authentication techniques are usually associated with 

some sort of encryption for the distribution of keys, programs and other objects, which 

are related to the watermarked documents. In addition, watermarks are also used as a 

check for non-repudiable duplication and transmission. In this case, the owner, creator or 

sender imprints a watermark, which is unique for each receiver. The watermark holds 

under subsequent re-transmission so the authorized source of unauthorized copies may be 

easily identified after extraction. A collateral benefit is that the intended recipient of a 

document token could always be identified. 

 

Summary 

Somayaji, Hofmeyr and Forrest (1998) stated that computers are not static 

systems. Vendors, system administrators and users constantly change the state of a 

system. Programs are added and removed, and configurations are changed. Formal 

verification of a statically defined system is time-consuming and hard to do correctly; 

formal verification of a dynamic system is impractical. Without formal verifications, 

tools, such as encryption, access controls, firewalls and audit trails all become fallible, 

making perfect implementation of a security policy impossible even if a correct policy 

could be devised. 
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Bace (1999) indicated that unrealistic expectations about intrusion detection and 

vulnerability assessment products must be corrected. They cannot: 

 Compensate for weak identification and authentication mechanisms. 

 Conduct investigations of attacks without human intervention. 

 Intuit the contents of the organizational security policy. 

 Compensate for weaknesses in network protocols. 

 Compensate for problems in the quality or integrity of information the system 

provides. 

 Analyze all of the traffic on a busy network. 

 Always deal with problems involving packet-level attacks. 

 Deal with modern network hardware and features. 

 

Protect each service or possible vulnerability through multiple means so that, if 

one fails, the remaining methods keep the machine from being compromised (Beale, 

2000). Allen et al. (2000) concluded that implementing multiple layers of protection as 

part of an overall security architecture, such as firewalls, access control and 

authentication mechanisms, monitoring tools, vulnerability scanning tools, intrusion 

detection systems and security training, makes penetration by external intruders more 

difficult while making intrusion prevention and detection somewhat easier. Loscocco et 

al. (2000) stated that no single technical security solution could provide total system 

security; a proper balance of security mechanisms must be achieved. Each security 

mechanism provides a specific security function; and should be designed to provide only 

that function. It should rely on other mechanisms for support and for required security 
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services. In a secure system, the entire set of mechanisms complement each other so that 

they collectively provide a complete security package. Systems that fail to achieve this 

balance will be vulnerable. 

 The more lead-time an intrusion detection system can provide in identifying an 

attacker‟s activities the better the chances that damage can be averted  (Allen et al., 

2000). Thus, it makes sense for an intrusion detection system to know the early signs and 

sequences of activity that characterize an attack. For detecting signs that characterize an 

attack statistical profiling has been shown to indicate hostile probing activity. For 

detecting sequences, work has been performed on developing temporal models of attack 

sequences. In addition, implementation of manual intrusion detection policies can be 

effective to support early warning. 
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Chapter 3 

Methodology 

 

Introduction 

This dissertation project developed a general methodology for computer system  

self-defense system and is described in this chapter. The goal of the development of this 

general methodology was to formalize the concept of an inside-out perspective of 

computer system defense. This task resulted in a three-phased DNA Self-Defense 

Methodology: Definition, Creation and Authentication. The DNA Definition Phase 

defines the environment and processes for injecting a DNA Pattern into selected 

computer system objects. The DNA Creation Phase executes the injection process, and 

the DNA Authentication Phase authorizes an object for execution by the computer 

system. 

Out of this inside-out view of self-defense, instantiations of the general 

methodology can be designed to protect different types of objects on varying degrees of 

computer network configurations. Instantiations of this methodology can be applied to 

multiple CPU, operating system and application configurations over networks. The focus 

of this research project was to examine the process on a single node computer system. 

Therefore, an instantiation is described which applies the methodology to an individual 

computer system (single CPU) with one operating system to protect all executables of 

that operating system. The instantiation discussed in this chapter was developed by 

working through the phases and tasks of the general methodology. Specific functions and 

applications for a single node with one operating system were created. 
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A development project was planned and used to validate the inside-out self-

defense methodology in a specific process. The proof of concept design was developed as 

a working model of the basic components of the DNA Self-Defense Methodology and 

used to determine the impact of the methodology on an actual environment. Overhead 

calculations were based on measurements of the authentication process in the proof of 

concept system. Test results are in the form of a table comparing the size of the 

repository, the size of the object and the time it takes to authenticate the object. The only 

resources used were a personal computer and Microsoft‟s Visual Basic (VB) 

programming environment, which was used to create the system proof of concept. 

 

DNA Self-Defense Methodology 

The purpose of this section is to establish a general framework for inside-out 

computer system defense so that instantiations could be designed to protect different 

types of objects on varying degrees of computer network configurations. This 

methodology discussion will define the following terms: 

 DNA Pattern 

 DNA Steganographic Zone 

 DNA Object 

 DNA Steganographic Object 

 DNA Scope Set 

 DNA Domain 

 DNA Scope Set Administrator 
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 DNA Domain Administrator 

 

The DNA Self-Defense Methodology is organized into three general phases. The 

DNA Definition Phase defines the DNA Pattern, the environment in which it belongs, the 

process for injecting it into the objects and a storage facility designated as the External 

Data Storage Structure (EDSS). The DNA Creation Phase injects the DNA Pattern into 

the computer system objects, creates a database of new objects and creates an information 

database. The DNA Authentication Phase authorizes an object for execution by the 

computer system. The processes in the DNA Definition Phase are executed once while 

the DNA Creation and DNA Authentication Phases are executed continuously as new 

objects are encountered and existing objects are prepared for execution. 

 

DNA Definition Phase 

This phase establishes the infrastructure of the DNA Self-Defense methodology 

and is accomplished by completing five processes: 

1. Define the DNA Domain and DNA Scope Set (Process D1). 

2. Establish the DNA Pattern (Process D2). 

3. Define a Data Hiding Pattern (Process D3). 

4. Define the Process for Injecting the DNA Steganographic Zone into the DNA Object 

(Process D4). 

5. Define the EDSS (Process D5). 
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1. Define the DNA Domain and DNA Scope Set (Process D1). 

Borrowing from the biologic metaphor, scope is equivalent to an individual 

while the domain is equivalent to the environment in which the individual lives and 

may co-exist with other like or dissimilar creatures each having its own unique DNA. 

In addition, an individual is composed of sub-systems that help it to survive. Some 

sub-systems are critical to survival such as the brain or heart. Other sub-systems can 

be damaged yet still allow the animal to continue living such as the vision, hearing 

and motor systems. 

Computer systems can be viewed similarly. A computer system‟s executables 

and non-executables are defined as DNA Objects. The DNA Scope Set is defined as 

the set of DNA Objects having the same DNA Pattern. The DNA Domain is defined 

as an environment where multiple DNA Scope Sets co-exist. The DNA Pattern, 

therefore, is defined as a collection of DNA Object properties that differentiate one 

DNA Scope Set from another in the DNA Domain. 

 

Example #1: 

A simple example is a single stand-alone personal computer with an operating 

system and three application systems. Each application system has an exclusive set of 

DNA Objects. In addition, the operating system has its own set of DNA Objects. The 

DNA Domain, therefore, is defined as the entire set of objects across all the 

application systems and the operating system. Four DNA Scope Sets are defined: 

three for the application systems and one for the operating system. Likewise, there are 

four DNA Patterns in a one-to-one correspondence with a DNA Scope Set. An 
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intrusion detection system using this organizational structure would be in a position to 

identify any object that was not previously approved by an authorized system user. 

Let each ai , for i = 1 to k, be a DNA Object of application system A. Then the 

DNA Scope Set of objects for application system A = {a1 , a2 , a3 , …., ak }. 

Let each bi , for i = 1 to l, be a DNA Object of application system B. Then the 

DNA Scope Set of objects for application system B = { b1 , b2 , b3 , …., bl }. 

Let each ci , for i = 1 to m, be a DNA Object of application system C. Then 

the DNA Scope Set of objects for application system C = { c1 , c2 , c3 , …., cm }. 

Let each oi for i = 1 to n be a DNA Object of the operating system. Then the 

DNA Scope Set of objects for the operating system O = { o1 , o2 , o3 , …., on }.  

The DNA Domain is the union of the four sets of objects: {A, B, C, O}. 

 

Example #2: 

There may be a situation where the operating system contains a set of shared 

DNA Objects that can be used by all of the application systems. Using the definitions 

from example #1, let the shared set of operating system DNA Objects be 

{o3 , o4 , o5}. Then in this example the DNA Domain would be the same as in 

example #1, but the DNA Scope Sets for A, B and C would be expanded to include 

the three operating system DNA Objects: 

A = { a1 , a2 , a3 , …. ak , o3 , o4 , o5 } 

B = { b1 , b2 , b3 , …. bl , o3 , o4 , o5 } 

C = { c1 , c2 , c3 , … ., cm , o3 , o4 , o5 } 

This is an example where computer systems violate the biological metaphor. 
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Example #3: 

In another example, the designer may want to limit objects requiring a DNA 

Pattern. This may be due to system constraints, such as execution time or an 

application having a low risk of infection. If, from example #2, objects b3, b4 and b5 

from application system B do not require a DNA Pattern then the DNA Scope Set for 

B = {b1 , b2 , b6 , …. bl , o3 , o4 , o5 } while the DNA Scope Sets for A, C and O would 

not change. 

 

2. Establish the DNA Pattern (Process D2). 

The objective of this process is to define a set of object properties that will 

create a unique identity for objects across the entire DNA Domain. That is, if multiple 

systems are to be defined in a DNA Domain the DNA Pattern of each system must be 

unique establishing a one-to-one correspondence between an object and a system in a 

DNA Domain. Some property examples are the system URL, the application‟s time-

date stamp, the operating system code name, an application system code name or a 

hash code. 

Let each di for i from 1 to k be a property of a DNA Object for a given DNA 

Scope Set. Then a unique DNA Pattern is defined as a subset of those properties when 

compared to DNA Patterns of other DNA Scope Sets in the DNA Domain. For 

example, if {d1, d2, …, dk} represents a set of DNA Object properties then a DNA 

Pattern may be defined as the set {d5, d8, d12} such that their property values in 

combination create a unique code across the DNA Domain. 
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Implementation of the DNA Pattern could be a string concatenation of the 

individual property values: d5 + d8 + d12. From example #1 in process D1, the DNA 

Domain consists of four DNA Scope Sets (systems) resident on a single computer. 

Assume the CPU serial number is CPU73 and the names of the four DNA Scope Sets 

(three application systems and one operating system) are AA22, AB36, AC07 and 

ON12. A DNA Pattern can be defined as a string concatenation of the CPU serial 

number and the DNA Scope Set name. That is, the four DNA Patterns are: 

 DNA Pattern for DNA Scope Set A = CPU73AA22. 

 DNA Pattern for DNA Scope Set B = CPU73AB36. 

 DNA Pattern for DNA Scope Set C = CPU73AC07. 

 DNA Pattern for DNA Scope Set O = CPU73ON12. 

 

3. Define a Data Hiding Pattern (Process D3). 

There are two objectives of this process (D3) and the next process (D4): (1) to 

hide the DNA Pattern in the DNA Object and (2) to achieve the first objective while 

minimizing system overhead. Hiding the DNA Pattern in the DNA Object will deter 

its identification by a malicious intruder. The amount of effort expended to hide the 

DNA Pattern, however, will have an impact on system overhead because the hiding 

process is reversed during the DNA Authentication Phase. 

Process D3 defines the procedure for hiding the DNA Pattern in a DNA 

Steganographic Zone, which is defined as a new area that will be inserted into a DNA 

Object. The DNA Steganographic Zone must be crafted to be similar in appearance to 

the DNA Object. For example, if a DNA Object is an executable then the DNA 
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Steganographic Zone would contain what would appear to be machine code 

instructions. 

Let each di for i from 1 to k be a property of a DNA Object selected to be in 

the DNA Pattern. 

Let D represent the DNA Pattern set: D = {d1, d2, d3,…, dk}. 

Let each wi for i from 1 to l be a subset of a representative generic zone that is 

similar in appearance to the DNA Object. 

Let W represent that generic zone set: W = {w1, w2, w3,…, wl}. 

Then the DNA Steganographic Zone, designated as W’, is the union of D and 

W, where the elements of the set D are dispersed across W. That is: 

W’ = {w1, w2, w3,…, wl  , d1, d2, d3, …, dk} 

 

For example, if the elements of D and W are strings then W’ could be defined 

as a concatenation of those strings: 

W’ = w1 + d1 + w2  + d2 + w3 + d3 + ….. + wk  + dk + wk+1  + wk+2  +…   + wl   

where l > k. 

 

Note that the minimum size of W’ will be D with W defined as a null set. 

Larger DNA Steganographic Zones could be defined based on the efficiency of the 

extraction process. If l is much larger than k then the DNA Pattern can be hidden 

among the innocuous data. That is, if the size of D is small relative to W, then D 

could be hidden by breaking it up into pieces and distributing it across W creating a 

form of a subliminal channel. Also note that, prior to creating W’, W could be 
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reorganized as new elements. This, however, would add another step to the 

creation/authentication phases. 

Depending upon the nature of the system, the designer may want to encrypt 

the DNA Pattern prior to inserting it into the DNA Steganographic Zone. 

Cryptography provides functions that encrypt and decrypt data. For example, let 

function f be an encryption function, let x represent the data, which is called cleartext, 

to be encrypted, and let x‟ be the results of the encryption function. Then x‟ = f(x), 

which is known as ciphertext. Cryptography developed a function, denoted as g, that 

reverses the effect of f on x such that: 

x = g (f (x)) 

The example from above with the elements of D encrypted would be displayed as: 

W’ = w1 + f(d1) + w2  + f(d2) + ... + wk  + f(dk) + wk+1  + wk+2  + …   + wl  where l > k. 

 

4. Define the Process for Injecting the DNA Steganographic Zone into the DNA Object 

(Process D4). 

 

Execution of this process inserts the DNA Steganographic Zone (designated 

as W’) into the DNA Object (designated as P) to create the DNA Steganographic 

Object (designated as P’). This is another set operation where P’ is the union of W’ 

and P. 

Let each pi for i from 1 to p be a subset of the DNA Object. 

Let P represent the DNA Object set: P = {p1, p2, p3, ….,  pp}. 

In addition, from above the DNA Steganographic Zone is defined as: 

W’ = {w1, w2, w3,…, wl , d1, d2, d3, …, dk} 
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Then P’ is the DNA Steganographic Object set: 

P’ = {p1, p2, p3, ….,  pp, w1, w2, w3,…, wl  , d1, d2, d3, …, dk} 

If these set elements are strings then P’ could be defined as a concatenated 

string: 

P’ =  p1 + p2 + p3 +  …..  + pi + w1 + d1 + w2  + d2 + w3 + d3 + ….. + wk  + 

dk + wk+1 + wk+2 + …   + wl  + pi+1 + pi+2 + pi+3 + ….  + pp 

 

The combined effect of processes D3 and D4 is to define a new DNA 

Steganographic Object (P’) that is the combination of the original DNA Object 

(P), the generic zone set (W) and the DNA Pattern (D). In summary, P’ is the 

union of the sets P, W and D. If implemented as character strings then the DNA 

Pattern, which may be encrypted, is split into pieces and inserted into a DNA 

Steganographic Zone, and the DNA Steganographic Zone is split into pieces and 

inserted into the DNA Object creating the DNA Steganographic Object. 

 

 

5. Define the EDSS (Process D5). 

The primary purpose of the EDSS is to maintain the list of DNA 

Steganographic Objects and, at minimum, this structure would contain the DNA 

Steganographic Object names and the DNA Pattern. The EDSS may also be used to 

store key information related to the definitions created during the DNA Creation 

Phase. This information will be used in the DNA Authentication Phase to extract the 

DNA Pattern and DNA Object from the DNA Steganographic Object. Key items 

stored would be the DNA Pattern, or the decryption key of the DNA Pattern if 
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encrypted; the location and embedding configuration of the DNA Steganographic 

Zone in the DNA Steganographic Object; and the location and embedding 

configuration of the DNA Pattern in the DNA Steganographic Object. For example, if 

P’ is defined as the following character string: 

P’ =  p1 + p2 + p3 +  …..  + pi + w1 + d1 + w2  + d2 + w3 + d3 + ….. + wk  + dk + 

wk+1 + wk+2 + …   + wl  + pi+1 + pi+2 + pi+3 + ….  + pp 

the system would need to know the starting address of the Steganographic Zone (w1) 

and its length in order to extract it from the DNA Steganographic Object. In addition, 

each wi must contain the address and length of the next one (wi+1). 

 

DNA Creation Phase 

After the environment has been established through the DNA Definition Phase the 

system and its administrator can now use the DNA Creation Phase to inject the 

appropriate DNA Pattern into selected objects of the DNA Domain. The DNA Creation 

Phase injects DNA Objects from the DNA Domain with the DNA Pattern and adds 

elements to the DNA Scope Set consisting of DNA Steganographic Objects. The six tasks 

of this phase are summarized below: 

1. Select a DNA Object from the DNA Domain. 

2. Retrieve the DNA Pattern from the EDSS. 

3. Insert the DNA Pattern into a DNA Steganographic Zone based on the data hiding 

pattern specified in D3. 

4. Insert the DNA Steganographic Zone into the DNA Object based on the data hiding 

pattern specified in D4. 
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5. Store the DNA Steganographic Object in the system resource library, and move the 

original DNA Object off-line. 

6. Store the DNA Object‟s control information in the EDSS. 

 

 

1. Select a DNA Object from the DNA Domain. 

This methodology enables a two-stage authorization of new objects. An object 

must first enter the DNA Domain where the DNA Domain Administrator approves its 

movement into the DNA Domain becoming a DNA Object. The second stage 

authorization is performed by the DNA Scope Set Administrator who authorizes the 

object to be part of the DNA Scope Set. Input to this phase is a DNA Object and 

output is a DNA Steganographic Object. 

 

2. Retrieve the DNA Pattern from the EDSS. 

The DNA Creation Phase identified certain properties of the each DNA 

Object to consist of the DNA Pattern. This task retrieves the DNA Pattern from the 

EDSS. Another security level may be designed into this process by encrypting the 

DNA Pattern before storing it on the EDSS, which would have been defined during 

the DNA Creation Phase. 

 

3. Insert the DNA Pattern into a DNA Steganographic Zone based on the data hiding 

pattern specified in D3. 
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Process D3 of the DNA Design Phase may require the DNA Pattern (or its 

encrypted version) to be split into subsets. In addition, the same process defined how 

to embed the DNA Pattern into a generic steganographic zone creating the DNA 

Steganographic Zone. This task performs that function. 

 

4. Insert the DNA Steganographic Zone into the DNA Object based on the data hiding 

pattern specified in D4. 

Process D4 of the DNA Design Phase may also require that the DNA 

Steganographic Zone be split into subsets. In addition, the same process defined how 

to embed the DNA Steganographic Zone into the DNA Object creating the DNA 

Steganographic Object. This task performs that function. 

 

5. Store the DNA Steganographic Object in the system resource library, and move the 

original DNA Object off-line. 

A new form of the DNA Object, the DNA Steganographic Object, is now 

unique across the DNA Domain. The DNA Steganographic Object is moved to the 

system resource library. The unprotected version of the executable, the DNA Object, 

should be moved off-line to a secured location so that an unauthorized process cannot 

execute it on this CPU. 

 

 

6. Store the DNA Object‟s control information on the EDSS. 
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The DNA Authentication Phase will need several essential elements to extract 

the DNA Pattern from the DNA Steganographic Zone as well as recreating the DNA 

Object. Those elements are stored in the EDSS. 

 

DNA Authentication Phase 

 This phase extracts the DNA Pattern from the DNA Steganographic Object and 

compares it to what the DNA Pattern should be, which is stored on the EDSS. Matched 

(authenticated) objects are forwarded to the operating system for processing. Notification 

is forwarded to the system‟s administrator when unmatched objects are requested for 

execution. This process occurs in real-time and takes place just prior to the object‟s 

execution. An object that successfully completes this phase will be sent to other operating 

system components for execution. The four tasks are summarized below: 

1. Locate the EDSS record and DNA Steganographic Object. 

2. Extract the DNA Steganographic Zone from the DNA Steganographic Object 

recreating the DNA Object. 

3. Extract the DNA Pattern, which may be encrypted, from the DNA Steganographic 

Zone. 

4. Compare the extracted DNA Pattern to the system‟s definition of the DNA Pattern. 

 

 

 

 

1. Locate the EDSS record and DNA Steganographic Object. 
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Given a request to execute an object through the normal operating system and 

application security processes, the EDSS record corresponding to the object‟s name is 

retrieved. It contains key information for extracting the DNA Steganographic Zone 

from the DNA Steganographic Object and the DNA Pattern from the DNA 

Steganographic Zone. If the object is not found on the EDSS or the DNA 

Steganographic Object is not found, then this request is suspect and the DNA Scope 

Set Administrator is notified. This may be a new authorized object, which will need 

to be sent to the DNA Creation Phase for processing. If not, the DNA Scope Set 

Administrator has the option to reject the object or begin an analysis to find out more 

information about the object. 

 

2. Extract the DNA Steganographic Zone from the DNA Steganographic Object 

recreating the DNA Object. 

Given the control information on the corresponding EDSS record, specifically 

the starting location of the DNA Steganographic Zone and its disbursement pattern 

across the DNA Steganographic Object, the DNA Steganographic Zone is extracted 

from the DNA Steganographic Object. This process also recreates the DNA Object. 

 

3. Extract the DNA Pattern, which may be encrypted, from the DNA Steganographic 

Zone. 

The EDSS record also contains the disbursement pattern and, if encrypted, the 

decryption key of the DNA Pattern in the DNA Steganographic Zone. 
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4. Compare the extracted DNA Pattern to the system‟s definition of the DNA Pattern. 

The system is ready to compare the DNA Pattern extracted from the DNA 

Steganographic Object with the original DNA Pattern. For DNA Patterns that match, 

the system recognizes the object as self and authorizes the DNA Object for execution. 

For the DNA Patterns that do not match, the object is treated as a non-self object and 

the DNA Scope Set Administrator is notified. The owner may want to add this new 

object to the DNA Scope Set or begin an analysis procedure to find out more 

information about the object. 

 

Methodology Summary 

Selected objects processed through the DNA Creation Phase contain identifiers 

that connect them to a unique DNA Scope Set. Execution of those objects is 

accomplished only through the DNA Authentication Phase. While this methodology does 

not restrict forces from placing unauthorized objects in the system, this methodology will 

trap those objects and allow system administrators to review and analyze them prior to 

execution. 

 This methodology can be applied to multiple CPU, operating system and 

application configurations over networks based on the definitions of multiple DNA Scope 

Sets within the DNA Domain. Given an environment‟s security and risk requirements a 

designer could work through the phases of the general methodology and create an 

instantiation specifically designed to support the target computer system. 
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Instance of the DNA Self-Defense Methodology 

The focus of this research effort, after developing the general methodology, was 

to apply the methodology to an individual computer system (single CPU) with one 

operating system and protect all executables of that operating system. The following 

discusses all three phases as they relate to this instance. In addition, instantiations of the 

methodology are supported by specific techniques developed during the course of 

applying the methodology. This section includes a discussion of those techniques as they 

relate to this instantiation. 

 

DNA Definition Phase 

1. Define the DNA Domain and DNA Scope Set (Process D1). 

A single stand-alone personal computer with one operating system will have 

one DNA Domain and one DNA Scope Set contained within the DNA Domain. The 

purpose of this self-defense process is to inject the system‟s executables with a 

unique DNA Pattern. 

Let each oi for i = 1 to n be an object the operating system. Then the DNA 

Domain of the single operating system on a single CPU is O = { o1 , o2 , o3 , …., on }. 

A subset of the set O contains objects that can be executed by the CPU. Let 

each oj for j = 1 to m where m < n be that subset. Then the DNA Scope Set of 

executable objects is E = { o1 , o2 , o3 , …., om }. 
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Note that in this case the DNA Domain Administrator and the DNA Scope Set 

Administrator can be one individual. However, secure environments may still prefer 

to have different individuals even for this simple case. 

 

 

2. Establish the DNA Pattern (Process D2). 

The objective of this process is to define a set of properties that will create a 

unique identity for a system across the entire DNA Domain. With only one DNA 

Scope Set the DNA Pattern can be a relatively simple designation, such as a string 

concatenation of the CPU and operating system serial numbers. These can be defined 

as two properties of a DNA Object in the DNA Domain. Assuming the CPU serial 

number is CPU43 and the operating system serial number is WNT87, then the DNA 

Pattern is defined as the byte string CPU43WNT87 and designated as D. 

 

3. Define a Data Hiding Pattern (Process D3). 

The purpose of this steganographic process is to hide the DNA Pattern (D) in 

an area of the executable in such a way that the message is hidden among innocuous 

surrounding data. In this case a function (designated as D3A) can be designed that 

will randomly select a zone of bytes from the executable (DNA Object). This generic 

zone is designated as W. 

At this point, the designer of this instantiation may stipulate that the DNA 

Pattern be encrypted. Therefore, a cryptographic algorithm would be selected and 

functions created to execute the encryption/decryption process. These cryptographic 
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functions, designated as D3B for the encryption process and D3B’ for the decryption 

process, would be used. Function D3B will take the byte string D as its input and 

produce a new byte string D’ (the encrypted version of the DNA Pattern). Function 

D3B’ would reverse the process and reconstruct the byte string D from D’. 

Another steganographic function, designated as D3C, may be designed that 

would scramble and split the byte string D’. One example of a scrambling pattern 

would be to reverse the byte string D’. In addition, the resulting pattern could be split 

into multiple, variable-length segments. Each option would be an argument to the 

function and stored on the EDSS. Input to D3C is D’ and its output is D’’ (the 

scrambled and split version of D’). 

A third steganographic function of this process defines the embedding pattern 

of D’’ into the generic steganographic zone (W), which creates the DNA 

Steganographic Zone (the byte string W’). One embedding pattern option would be to 

split D’’ into multiple, variable-length segments and disburse it across W. Stored in 

the EDSS would be the byte location and length of the first segment of D’’ in W’. 

Subsequent byte locations and lengths of the other segments could also be stored on 

the EDSS or located within the byte string W’. This process would create a singly 

linked list of the D’’ segments. Designated as D3D, inputs to this function are D’’ and 

W. The output byte string is W’. 

To summarize, four functions (D3A, D3B, D3C and D3D) will be used in the 

DNA Creation Phase to hide the original DNA Pattern (CPU43WNT87) in a generic 

byte string of executable code. As noted earlier, the cryptographic encryption 

function (D3B) requires a complementary decryption function (D3B’). Similar 
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complementary functions will be necessary for two of the steganographic functions 

D3C and D3D. The complementary function to D3D is D3D’. Input to D3D’ will be 

the byte string W’ and it will reproduce byte strings D’’ and W. The complementary 

function to D3C is D3C’. Input to function D3C’ will be the byte string D’’ and it 

will reproduce the byte string D’. These complementary functions will be used in the 

DNA Authentication Phase. 

 

4. Define the Process for Injecting the DNA Steganographic Zone into the DNA Object 

(Process D4). 

Two more sets of steganographic functions can be designed to embed the 

DNA Steganographic Zone (W’) into the DNA Object (P) to create the DNA 

Steganographic Object (P’). Designated as D4A, this function would be designed to 

scramble and split the byte string W’. Input to D4A is the byte string W’ and its 

output is another byte string W’’. Its complementary function, D4A’, would recreate 

the original byte string W’. Function D4B would specify the embedding pattern of 

W’’ into P creating the byte string P’, the DNA Steganographic Object. Its 

complementary function, D4B’, would recreate the original byte strings W’’ and P 

from P’. 

 

5. Define the EDSS (Process D5). 

For this application, the EDSS will be designed as a set of two random access 

files. The first random access file, denoted as the base file, will contain the DNA 

Pattern, names of the DNA Steganographic Objects and appropriate function 
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arguments that will allow the DNA Creation and DNA Authentication Phases to 

execute properly. The second random access file, denoted as the index file, will be 

used as an index to the base file. The index file will be defined with two fields in each 

record: the name of each DNA Steganographic Object and its corresponding record in 

the base file. The index file will be maintained in ascending order by the DNA 

Steganographic Object name. In addition, when given an object name, a binary search 

method will be used to access the record with a matching DNA Steganographic 

Object name. 

This file configuration was selected because it can also be implemented as an 

internal memory-resident array structure if the DNA Scope Set is small enough. The 

function would be designed to operate in either mode. 

 

DNA Creation Phase 

With the environment established and appropriate functions created in the DNA 

Definition Phase, the system and its administrator can now use the DNA Creation Phase 

to inject the DNA Pattern (CPU43WNT87) into the operating system executables. A 

single loop process should be defined to authorize individual new or changed executables 

as they are received by the operating system. A group process should also be defined, 

which would process a pre-authorized group of executables. 

 

 

 

1. Select a DNA Object from the DNA Domain. 
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This task allows the DNA Scope Set Administrator to review and authorize an 

executable to be part of the DNA Scope Set. 

 

2. Retrieve the DNA Pattern from the EDSS. 

The DNA Design Phase created the DNA Pattern and stored it on a special 

record of the EDSS. This task retrieves this record. 

 

3. Insert the DNA Pattern into a DNA Steganographic Zone based on the data hiding 

pattern specified in D3. 

The following functions will be executed in sequence: 

 D3A: to create the generic zone W from the DNA Object. 

 D3B: input is D (DNA Pattern) and output is D’ (the encrypted version of the 

DNA Pattern). 

 D3C: input is D’ (from D3B) and output is D’’(the scrambled and split version of 

D’). 

 D3D: inputs are D’’ (from D3C) and W (from D3A). Output is W’ (the DNA 

Steganographic Zone). 

 

 

 

 

4. Insert the DNA Steganographic Zone into the DNA Object based on the data hiding 

pattern specified in D4. 
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The following functions will be executed in sequence: 

 D4A: input is W’ (the DNA Steganographic Zone) and output is W’’ (the 

scrambled and split version of W’). 

 D4B: inputs are W’’ (from D4A) and P (DNA Object). Output is P’ (the DNA 

Steganographic Object). 

 

5. Store the DNA Steganographic Object in the system resource library, and move the 

original DNA Object off-line. 

This task will replace the original executable (DNA Object) with a protected 

object (the DNA Steganographic Object) in the system resource library. 

 

6. Store the DNA Object‟s control information on the EDSS. 

The six functions executed to create the DNA Steganographic Object will 

need to provide their complementary functions in the DNA Authentication Phase with 

enough information to allow them to extract the DNA Pattern and recreate the DNA 

Object. This information, which will be the arguments to the functions in the DNA 

Authentication Phase, will be stored on a base file record of the EDSS corresponding 

to the DNA Steganographic Object name. The primary key field of this record is the 

original name of the object. This name field will also be added to the index file along 

with the base file record number. 
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DNA Authentication Phase 

 When the operating system is requested to execute an object, this phase will 

search the EDSS for the object‟s DNA information, extract the DNA Pattern from the 

DNA Steganographic Object and compare it to what the DNA Pattern should be. 

Matched (authenticated) objects are forwarded to the operating system for processing. 

The DNA Scope Set Administrator is notified in real-time of objects that are not found on 

the EDSS or those with DNA Patterns that do not match. Processing of this object, and 

the kernel string that was started, will be stopped until the DNA Scope Set Administrator 

can either authorize the unmatched object or set the process aside until further analysis 

can be performed on the unmatched object. 

 

1. Locate the EDSS record and DNA Steganographic Object. 

Given a request to execute an object through the normal operating system and 

application security processes, this task will use the binary search method to search 

the index file for the EDSS record corresponding to the requested DNA 

Steganographic Object. If the object is not found on the EDSS then it is considered an 

unauthorized object and the DNA Scope Set Administrator is notified. This may be a 

new authorized object, which will need to be sent to the DNA Creation phase for 

processing. If the object is not authorized then the DNA Scope Set Administrator has 

the option to reject the object or begin an analysis to find out more information about 

the object. 
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For an object found on the index file, the corresponding base file record is 

located. Arguments for the five functions executed in the following tasks are found on 

this record. 

 

2. Extract the DNA Steganographic Zone from the DNA Steganographic Object 

recreating the DNA Object. 

The following functions are executed: 

 D4B’: input is P’ (the DNA Steganographic Object). Outputs are W’’ (the 

scrambled and split version of W’) and P (DNA Object). 

 D4A’: input is W’’ (from D4B’) and output is W’ (the DNA Steganographic 

Zone). 

 

3. Extract the DNA Pattern, which may be encrypted, from the DNA Steganographic 

Zone. 

The following functions are executed: 

 D3D’: input is W’ (from D4A’). Outputs are D’’ (the scrambled and split version 

of D’) and W (the generic zone). 

  D3C’: input is D’’ (from D3D’) and output is D’ (the encrypted version of the 

DNA Pattern). 

 D3B’: input is D’ (from D3C’) and output is D (the DNA Pattern). 
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4. Compare the extracted DNA Pattern to the system‟s definition of the DNA Pattern. 

Compare D to the original DNA Pattern (CPU43WNT87). When the DNA 

Patterns match this means that the system recognizes the object as self and authorizes 

the DNA Object for execution. For the DNA Patterns that do not match, the object is 

treated as a non-self object and the DNA Scope Set Administrator is notified. 

 

Instantiation Summary 

This process is an example of an instantiation of the DNA Self-Defense 

Methodology for a single node CPU with one operating system. Given different 

steganographic and cryptographic techniques, individual steps in this process may vary. 

However, the pattern of the general methodology remains. Note that depending upon risk 

and execution times, use of the encryption/decryption function pair (D3B and D3B’) is 

optional. The same applies to alternatives to scrambling and embedding in the 

steganographic function pairs (D3C/D3C’, D3D/D3D’, D4A/D4A’ and D4B/D4B’). 

Simply inserting the cleartext DNA Pattern as a contiguous set of bytes in the DNA 

Object may be sufficient. 

 

Proof of Concept 

The purpose of this section is to document the design of a proof of concept 

system. The purpose of the proof of concept system was to develop a working model of 

the basic components of the DNA Self-Defense Methodology. The model represents the 
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completion of an instantiation of a DNA Design Phase and contains components that 

execute the DNA Creation and DNA Authentication Phases. 

Some of the steganographic functions proposed and documented in the previous 

section of the methodology chapter were modeled. In the DNA Creation Phase a 

steganographic function, which inserts the DNA Steganographic Zone containing the 

DNA Pattern into an executable object creating a DNA Steganographic Object, was 

modeled. In the DNA Authentication Phase, the complementary steganographic function 

to the function in the DNA Creation phase was modeled. This function extracts the DNA 

Pattern from the DNA Steganographic Object and recreates the DNA Object. 

The model was used to test the functionality of the DNA Self-Defense Methodology 

by executing the following series of tasks: 

1) In the DNA Creation Phase: 

a) Select a working executable object (DNA Object). 

b) Inject a zone of bytes (DNA Steganographic Zone) into the executable creating a 

new object (DNA Steganographic Object). 

2) In the DNA Authentication Phase: 

a) Select an object (DNA Steganographic Object). 

b) Remove the DNA Steganographic Zone. 

c) Recreate the original executable (DNA Object). 

 

A collection and analysis of empirical evidence was also planned. Focusing on the 

DNA Authentication Phase, objects of various sizes were processed, and the length of 
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time measured to extract and recreate a DNA Object was collected. Also measured was 

the effect of the size of the EDSS file while executing the DNA Authentication Phase. 

 

Proof of Concept Design 

The design was programmed and implemented using Microsoft‟s Visual Basic 

(VB) application development environment. Three areas of VB were utilized: 

1. A form containing command buttons and a display area. This is the primary interface 

between the user and the application. 

2. A set of functions co-existing with command buttons that execute the command. 

3. An external file (the EDSS) containing the DNA Pattern, DNA Steganographic 

Object names and appropriate information for use by the DNA Authentication Phase. 

 

The form contains a display area and six command buttons: 

1. Introduction and Help. 

 This function displays an introduction to this program and instructions on the use 

of the command buttons and execution sequence. 

2. Initialize EDSS File. 

 This function, used in concert with the Add Dummy Objects function, creates a 

new EDSS file containing only the control record and a certain number of dummy 

DNA Steganographic file records. The EDSS file structure has only a base file sorted 

in DNA Steganographic Object name order. The control record is the base file‟s first 

record and contains the DNA Pattern and number of records in the base file. 

Contained in each of the rest of the records are the DNA Steganographic Object 
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name; the block length as determined in the DNA Creation Phase; and the original 

length of the DNA Object, which is needed to recreate it from the DNA 

Steganographic Object. 

3. Add Dummy Objects. 

 Execution of the Initialize EDSS File command button activates this function. It 

displays an input area where the user is prompted to enter the number of dummy 

records to be added to the EDSS file.  

4. Display EDSS File records. 

 This command button displays the contents of all of the EDSS file records, except 

for the dummy records. 

5. DNA Creation Phase Simulation. 

 Pressing this command button will create a DNA Steganographic Object. The 

following steps are executed in sequence: 

a) Interact with the user to select an object. 

b) Get the DNA Pattern from the EDSS. 

c) Inject the DNA Pattern into DNA Steganographic Zone. 

d) Create a new copy of the object (DNA Steganographic Object) containing the 

DNA Steganographic Zone. 

e) Add key information to a record of the EDSS file whose key field is the name of 

the DNA Steganographic Object. 

6. DNA Authentication Phase Simulation. 

 Pressing this command button creates a DNA Object from a DNA Steganographic 

Object. The following steps are executed in sequence: 



112  

 

a) Interact with the user to select an object. 

b) Find the object name on EDSS file using binary search. 

c) Extract the DNA Steganographic Zone. 

d) Extract the DNA Pattern. 

e) Recreate the DNA Object. 

 

Note that: 

 The Introduction and Help command key can be used at any time. 

 The Initialize EDSS File and Add Dummy Objects functions should be only used 

when a new EDSS file is to be created. Execution of this function will remove any 

records created during the DNA Creation Phase. 

 The Display EDSS File records command key can only be used after an EDSS file 

has been created. 

 The DNA Creation Phase Simulation and DNA Authentication Phase Simulation 

commands should be used in sequence to create a DNA Steganographic Object and 

re-create the DNA Object. 

 

Timing data is displayed during the execution of the DNA Authentication Phase 

Simulation command. Given the length of the original DNA Object and the record size of 

the EDSS file, a matrix of empirical data was created, which enabled the researcher to 

analyze the potential effects of the DNA Self-Defense Methodology on a computer 

system. 
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Summary 

The DNA Self-Defense Methodology is a general methodology that formalized 

the concept of an inside-out perspective of computer system defense and has three 

phases: Definition, Creation and Authentication. The DNA Definition Phase defines the 

DNA Pattern, the environment in which it belongs, the process for injecting it into the 

objects and a storage facility (EDSS) that holds instructions for authenticating authorized 

objects. The DNA Creation Phase injects the DNA Pattern into the computer system 

objects, creates a database of new objects and creates a database of information about the 

object in the EDSS. The DNA Authentication Phase locates the information for an 

authorized object in the EDSS, extracts the DNA Pattern, re-creates the original object 

and certifies it for execution by the computer system. 

Instantiations of the general methodology can be designed to protect different 

types of objects on varying degrees of computer network configurations. Instantiations of 

this methodology can be applied to multiple CPU, operating system and application 

configurations over networks. This research project applied the methodology to an 

individual computer system (single CPU) with one operating system to protect all 

executables of that operating system. 

 This was primarily a research and analysis project. However, a proof of concept 

system was designed to help the researcher better visualize the impact of this type of self-

defense methodology on an operating system. The proof of concept system design 

modeled the basic components of the DNA Self-Defense Methodology represented by the 

instantiation of the single node computer system. The model represents the completion of 
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an instantiation of a DNA Design Phase and contains components that execute the DNA 

Creation and DNA Authentication Phases. 
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Chapter 4 

Results 

Introduction 

 After development of the general methodology and an instantiation for a single 

node computer system, the research project focused on designing and developing a proof 

of concept system. The purpose of the proof of concept was to estimate the impact of the 

DNA Authentication Phase on the system while the operating system prepares an object 

for execution. This key function of the methodology should operate in real-time with the 

operating system. Its function is to retrieve an object with an inserted DNA Pattern, 

extract the DNA Pattern to verify the authenticity of the object and re-create the original 

object. This process needs to operate efficiently, because it must perform its role between 

the time the object is requested for execution and the object is moved to memory for 

execution. 

Other elements of the methodology were also simulated to facilitate the proof of 

concept. From the DNA Design Phase, an EDSS file was created. The first record (or 

header record) contains a count of the number of records in the EDSS file and the DNA 

Pattern to be used for the test. To keep it simple, the DNA Pattern selected was 

JTD1234567. From the DNA Creation Phase, the functions programmed were to allow 

the user to select an object, create a new object with the DNA Pattern inserted, and store 

information in the EDSS. Individual EDSS file records contain the name of the DNA 

Steganographic Object, the starting location of the DNA Steganographic Zone and the 

length of the DNA Steganographic Zone. The EDSS is sorted in alphabetic order by the  

DNA Steganographic Object name. When reading the EDSS during the DNA 
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Authentication Phase a binary search is used. Again, to keep it simple the DNA Pattern 

was stored in the same relative location in the DNA Steganographic Zone for all objects. 

In addition, the DNA Steganographic Zone is stored as blank characters so the researcher 

could quickly identify its location in the DNA Steganographic Object as well as the 

location of the DNA Pattern in the DNA Steganographic Zone. 

To demonstrate the functionality of the methodology in the proof of concept 

system a small executable object was created. Using the Microsoft Visual Basic 

development environment, a simple form containing a text box with the string “This 

works” and the name “Test A” in the form header area was created. A small executable 

file (16KB) was generated and the name created for it was GTTSmall Exec.exe. 

Execution of this object produces a new window named Test A and the phrase “This 

works” in a text box. 

 

Proof of Concept Test 

Functionality 

For each object selected to have a DNA Pattern injected, the proof of concept 

system operated on three files: the original executable file (the DNA Object), the 

executable with the DNA Pattern inserted (the DNA Steganographic Object), and the re-

created DNA Object (file rebuilt from the DNA Steganographic Object with the DNA 

Pattern removed). That is, from the test file example above: 

 

DNA Object:    GTTSmall Exec.exe 

DNA Steganographic Object:  GTTDNAINSmall Exec.exe 
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Re-created DNA Object:  GTTDNAOUTSmall Exec.exe 

 

To create a DNA Steganographic Object, the user finds a file on the system. In 

this case, the test file GTTSmall Exec.exe was one of the executable programs used and 

represented a DNA Object. The file is selected and a new file (DNA Steganographic 

Object) is created with a DNA Steganographic Zone and DNA Pattern inserted. In order 

to facilitate the test the original file was not affected. This enabled the researcher to test 

the functionality of the process and not affect the system. In the case of the test file, the 

new file name created was GTTDNAINSmall Exec.exe. After the DNA Authentication 

Process, another new file was created (GTTDNAOUTSmall Exec.exe), which was the re-

creation of the original file GTTSmall Exec.exe. This process allowed the researcher to 

retain the original executable and compare it to the new re-creation after processing it 

through the DNA Authentication Phase. 

 Two more scenarios were created to test the system‟s error-handling functionality: 

1. The system is instructed to find a DNA Steganographic Object that does not exist in 

the EDSS. 

2. The system is instructed to find a DNA Steganographic Object that is in the EDSS but 

the object does not have the correct DNA Pattern located at the appropriate positions. 

 

Scenario #1: 

This scenario simulates a situation where an unauthorized object was copied onto 

the system and requested for execution. The researcher selected a file on the system that 

had not already been processed in the DNA Creation Phase. Execution of the DNA 
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Authentication Phase resulted in the proof of concept system displaying a message that 

the name of the object was not found on the EDSS. In effect, this simulates a production 

system rejecting the object and notifying the DNA Scope Set Administrator. 

 

Scenario #2: 

This scenario simulates a situation where an intruder replaced an existing DNA 

Steganographic Object with another object that was not processed by the DNA Creation 

Phase. The researcher created another DNA Steganographic Object using the DNA 

Creation Phase that added the file name into the EDSS. However, to simulate the actions 

of an intruder, the researcher modified the executable by moving the DNA Pattern to a 

new location in the DNA Steganographic Object. This enabled the researcher to test the 

system‟s capability to find the file name on the EDSS but not successfully extract a 

correct DNA Pattern. Upon execution of the DNA Authentication Phase for this object, 

the system located the DNA Steganographic Object name on the EDSS but could not 

successfully extract the DNA Pattern. This resulted in the proof of concept system 

displaying a message that the correct DNA Pattern was not found in the object. In effect, 

this simulates a production system rejecting the object and notifying the DNA Scope Set 

Administrator. 

 In a production version of this methodology, the original object file (DNA Object) 

should be moved off-line and replaced by a DNA Steganographic Object of the same 

name. Thus, the only way to execute that object is to process it through the DNA 

Authentication Phase that temporarily re-creates the original object file from the DNA 

Steganographic Object. 
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Computer System Overhead Test 

 After demonstrating the functional aspects of the DNA Creation/Authentication 

Phases, other aspects of the process were explored, specifically the impact of this process 

on the system. The researcher selected objects of varying sizes to compare the speed at 

which the DNA Pattern was removed and the original object re-created versus the relative 

size of the object. 

 Another aspect researched was the impact on system overhead by the relative size 

of the EDSS file and location of a pertinent record on the EDSS file. In order to facilitate 

this test, another function was created to expand the size of the EDSS file arbitrarily with 

dummy records. Given the number of dummy records, the function created and inserted 

records having file names (in the file name field, which is the key field) of Adummy, 

Bdummy, Cdummy, , , Jdummy. The number of Adummy records was calculated to be 

10% of the total number of inserted records with the rest of the xdummy records having 

the same count as the Adummy records. The purpose of having multiple names was to 

allow the researcher to create a DNA Steganographic Object file name that could be 

inserted into various places in the EDSS file. Then, during the DNA Authentication 

Phase, the researcher could calculate the relative impact on system overhead by searching 

for a record in various places in a large EDSS file. While the impact was expected to be 

minimal given that a binary search method was used, the researcher wanted to examine 

that potential factor on system overhead. 

 The steps that were executed are detailed as follows: 

1. Initialize the EDSS File. 
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 A Common Dialog box is opened allowing the user to select a folder in which the 

EDSS is to be stored. Selecting the Cancel button on the common dialog box creates 

an EDSS file with only the header record that contains a count of the number of DNA 

Steganographic Object records in the EDSS file and the DNA Pattern 

. 

2. Add Dummy Records to the EDSS. 

 A text box is displayed that allows the user to enter the number of dummy records 

to add to the EDSS. Selecting the Add Dummy Objects button completes the process 

and the number of records added to the EDSS is displayed. 

 

Note that steps one and two are done in sequence. If another set of dummy records are 

needed the EDSS must be re-initialized. 

 

3. DNA Creation Simulation. 

 A Common Dialog box is opened displaying a list of files. The user selects one of 

the original object files, such as GTT Exec Small.exe. This file is designated as the 

DNA Object. The proof of concept system loads the DNA Object and creates the 

DNA Steganographic Object (GTTDNAIN Exec Small.exe), which is a new file that 

contains the DNA Pattern. The proof of concept system then writes a record on the 

EDSS containing the name of the DNA Steganographic Object and control 

information about the location of the DNA Steganographic Zone and the DNA 

Pattern. 
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4. DNA Authentication Simulation. 

 This is the key function of the DNA Proof of Concept system. A Common Dialog 

box is opened and the user selects a DNA Steganographic Object (GTTDNAIN Exec 

Small.exe). After the Open button on the Common Dialog box is selected control 

returns to the system. The system searches the EDSS using a binary search for the 

record containing the name of the DNA Steganographic Object. The system loads the 

DNA Steganographic Object and, given a valid DNA Pattern, creates a new DNA 

Object (GTTDNAOUT Exec Small.exe), which is the object that would be allowed to 

execute. 

  

 For purposes of this proof of concept, the original DNA Object is not changed, 

and a new file is created. In a production version, the DNA Object would have been 

moved to a secure location after processing in the DNA Creation Phase. The DNA 

Steganographic Object created in the DNA Authentication Phase would have the same 

name as the DNA Object and stored in an operational folder. The only difference is that 

the operating system would delete this file (the new DNA Object) after using it, leaving 

only the DNA Steganographic Object.  

 From the time the Open button on the Common Dialog box was selected until the 

new DNA Object is created a timer was in operation. Upon completion of the process the 

time difference is calculated and displayed. 

Findings 

 The purpose of this test was to determine the level of impact the DNA 

Authentication Simulation task would impart on a computer system. The test was 
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executed several times based on two variables: the size of the DNA Steganographic 

Object and the number of records in the EDSS. The object file sizes ranged from a very 

small object (16K) to a 5MB object. The number of dummy records added to the EDSS 

ranged from 100 to 25,000. The computer used for the tests was a 233 MHz CPU with 32 

MB of memory running Windows 98. 

 Table 1 below shows the amount of clock time (in seconds) the DNA Proof of 

Concept system needed to execute the DNA Authentication Simulation task. The 

columns denote executable file sizes, and the rows show the number records in the EDSS. 

Also, note that each test result is a computed average and standard deviation of 20 

individual tests. Note that the impact of the authentication process on computer system 

overhead is not affected by the size of the EDSS file, but the size of the object. 

 

 

 

 

 

 

 

Table 1. DNA Steganographic Object Size Versus EDSS Records on a 233 MHz 

CPU 

 DNA Steganographic Object Size 
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E
D

S
S

 R
ec

o
rd

s 

 16K 250K 1MB 2MB 5MB 

0 0.189 

0.034 

0.263 

0.104 

0.684 

0.096 

1.152 

0.074 

4.226 

0.338 

100 0.180 

0.044 

0.311 

0.114 

0.734 

0.107 

1.181 

0.144 

3.949 

0.243 

1,000 0.196 

0.055 

0.325 

0.155 

0.763 

0.098 

1.230 

0.172 

4.066 

0.190 

10,000 0.193 

0.042 

0.320 

0.238 

0.745 

0.175 

1.242 

0.364 

4.197 

0.344 

25,000 0.210 

0.165 

0.233 

0.120 

0.630 

0.093 

1.096 

0.144 

4.030 

0.335 

 

Note that the first number is the average of 20 individual tests and the second is the 

standard deviation. The standard deviation should be close to zero for these types of tests. 

However, disk caching by the operating system caused some of the test times to vary 

significantly. The purpose of the test was to assess the impact of the extraction and 

verification process on system overhead. This factor did not affect the overall assessment, 

which is that the overhead impact is in the sub-second range, in most instances, even for a 

relatively slow computer. 

 For comparison purposes, another test of the 5MB object file with 25,000 EDSS 

records was run on a significantly faster computer system: 1GHz CPU with 256 MB 

memory running Windows 98. This test took an average of 0.328 seconds over five tests, 

which is over 12 times faster than the same operation on the 233 MHz CPU. 
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 Table 2 below shows the amount of clock time (in seconds) the DNA Proof of 

Concept system needed to execute the DNA Authentication Simulation task. The 

columns denote EDSS file sizes, and the rows show different names for the DNA 

Steganographic Objects. All are 1 MB in size. Note that the EDSS file is sorted 

alphabetically. Therefore, the file names starting with B… are near the beginning and 

those starting with J… are near the end of the EDSS. Note that name of the object has no 

impact on the authentication overhead. 

 

Table 2. EDSS Records Versus the Name of the DNA Steganographic Object on a 

233 MHz CPU 

  EDSS Records 

O
b
je

ct
 N

am
e 

 100 1000 10,000 25,000 

B… 0.751 

0.082 

0.715 

0.040 

0.761 

0.114 

0.785 

0.135 

E… 0.748 

0.069 

0.783 

0.124 

0.795 

0.143 

0.746 

0.107 

J… 0.765 

0.082 

0.768 

0.083 

0.774 

0.088 

0.775 

0.118 

 

Note that the first number is the average of twenty individual tests and the second is the 

standard deviation. 

 Based on these results, an additional timer step was added to the proof of concept 

system. An interim timer display was inserted between the function to access the EDSS 

file and the function to extract the DNA Pattern and re-create the original object. The 

Table 1 tests were redone and the time to perform the EDSS search function was not 

significant compared to the rest of the DNA Authentication operations. In effect, the 
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times displayed in Table 1 are only for the function to extract and validate the DNA 

Pattern and re-create the original object. 

 

Steganographic Methods 

 Another aspect of the research was to examine the use of steganographic methods 

for hiding the DNA Pattern. One suggestion was to copy a portion of the executable code 

into the DNA Steganographic Zone and embed the DNA Pattern in that area. Other 

variations were to split the DNA Steganographic Zone and DNA Pattern into pieces and 

distribute them across the DNA Steganographic Object. In addition, encrypting the DNA 

Pattern could be done to disguise the DNA Pattern further. This examination will 

demonstrate how a simple technique could be used to hide the DNA Pattern. The 

following is a hexadecimal code representation of a portion of the executable area of the 

Test A module that could be used as a DNA Steganographic Zone: 

4c 10 40 00 ff 25 08 10 40 00 ff 25 58 10 40 00 ff 25 18 10 40 00 ff 25 54 10 40 

00 ff 25 50 10 

 

Following is another representation of the executable area where the hexadecimal code is 

displayed as either the printable character or a period (.) if it is not printable: 

 L . @ . .  % . . @ . .  % X . @ . . % . . @ . . % T . @ . . % P .  

The test DNA Pattern as a printable string is: J T D 1 2 3 4 5 6 7. In hexadecimal code it 

is: 4a 54 44 31 32 33 34 35 36 37 

If the DNA Pattern is embedded in the DNA Steganographic Zone such that Zi + 

D + Zk  where Zi is the first 10 bytes of the zone, D is the DNA Pattern and Zk is the last 
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22 bytes of the zone then the following display shows it in hexadecimal code and as 

printable characters, respectively: 

4c 10 40 00 ff 25 08 10 40 00 4a 54 44 31 32 33 34 35 36 37 ff 25 58 10 40 00 ff 

25 18 10 40 00 ff 25 54 10 40 00 ff 25 50 10 

 

L . @ . .  % . . @ . J T D 1 2 3 4 5 6 7 .  % X . @ . . % . . @ . . % T . @ . . % P .  

If the DNA Pattern is split and embedded in the DNA Steganographic Zone such 

that: 

 Z1 + Z2 + Z3 + Z4 + D1 + Z5 + Z6 + D2 + Z7 + D3 + Z8 + Z9 + D4 + Z10 + Z11 + Z12 + D5 

+Z13 + Z14 + D6 + Z15 + Z16 + Z17 + Z18 + Z19 + D7 +Z20 + Z21 + Z22 + D8 + Z23 + Z24 + 

Z25 + D9 +Z26 + Z27 + Z28 + Z29 + D10 + Z30 + Z31 + Z32  

where each Zi is a byte of the DNA Steganographic Zone and each Dj is a byte of the 

DNA Pattern then the following display shows it in hexadecimal code and as printable 

characters, respectively: 

4c 10 40 00 4a ff 25 54 08 44 10 40 31 00 ff 25 32 58 10 33 40 00 ff 25 18 34 10 

40 00  35 ff 25 54 36 10 40 00 ff 37 25 50 10 

 

L . @ . J .  % T . D . @ 1. .  % 2 X  . 3 @  . .  % . 4 . @ . 5 . % T 6 . @ . . 7 % P .  

 

If the DNA Pattern is replaced with a substitution cipher as displayed in Table 3 

below such that: 

 Z1 + Z2 + Z3 + Z4 + D1 + Z5 + Z6 + D2 + Z7 + D3 + Z8 + Z9 + D4 + Z10 + Z11 + Z12 + D5 

+Z13 + Z14 + D6 + Z15 + Z16 + Z17 + Z18 + Z19 + D7 +Z20 + Z21 + Z22 + D8 + Z23 + Z24 + 

Z25 + D9 +Z26 + Z27 + Z28 + Z29 + D10 + Z30 + Z31 + Z32   

where each Zi is a byte of the DNA Steganographic Zone and each Dj is a byte of the 

DNA Pattern and each byte of the DNA Pattern is coded with a substitution code from 
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Table 3 then the following display shows it in hexadecimal code and as printable 

characters, respectively: 

4c 10 40 00 41 ff 25 0d 08 5b 10 40 73 00 ff 25 45 58 10 63 40 00 ff 25 18 7a 10 

40 00  44 ff 25 54 09 10 40 00 ff 4e 25 50 10 

 

L . @ . A .  % . . [ . @ s . .  % E X  . c @  . .  % . z . @ . D . % T . . @ . . N % P .  

 Note that the original DNA Pattern is now hidden among the other data. The 

intruder would have to gain access to the EDSS and find and decode the key on the 

appropriate record of the EDSS to be in a position to add code to a file without affecting 

the DNA Pattern in the DNA Steganographic Object. 

 

Table 3. DNA Pattern with a Substitution Cipher 

Cleartext 

character 

Cleartext 

Hexadecima

l 

Coded 

Hexadecimal 

Coded 

Character 

J 4a 

 

41 

 

A 

 T 54 0d . 

D 44 5b [ 

1 31 73 S 

2 32 45 E 

3 33 63 C 

4 34 7a Z 

5 35 44 D 

6 36 09 . 

7 37 4c N 

 

The period (.) is represented in this table as an unprintable character 

Analysis 

Implementation of the DNA Self-Defense Methodology is accomplished through 

developing instantiations of the methodology based on specific computer/operating 

system scenarios. While developing the instantiations by working through the steps of 
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each phase, the developer could use or create specific techniques to hide the DNA 

Pattern. Based on the specific application, the DNA Pattern would be defined as well as 

the embedding algorithm, such as use of the linked-list concept to store the DNA Pattern 

in an object. The DNA Pattern, for example, could be more than the concatenation of two 

properties of the CPU and operating system as suggested in Chapter 3. For example, it 

could also be the private key of this installation in a PKI environment. 

While constructing each instantiation, the developer should analyze its impact on 

the systems involved and determine its relative cost and benefit. Before implementation, 

the analyst should compare the installation‟s security policy, value of the system to be 

protected and risk of exposure to the impact of the instantiation on the system. The tests 

above attempted to show the impact of an instantiation of the methodology on a single 

node operating system with no other factors involved. The following discusses some of 

the other issues that may be concerned with implementing this methodology. 

 

Impact of DNA Authentication Phase on System Overhead 

The proof of concept test illustrated that the impact of the DNA Authentication 

Phase on a system is in the sub-second range, except for extremely large objects on 

relatively slow performing systems. The overhead impact may be within tolerable limits 

for some scenarios. However, other scenarios especially server situations may require 

significantly faster operation. With all other factors constant, the CPU speed of the 

computer system appears to be a prime factor in reducing the impact of the DNA 

Authentication Phase.  
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Use of Steganography to Hide the DNA Pattern 

 While other security mechanisms may be in place, securing the DNA Pattern in 

the DNA Steganographic Objects is an important factor in the successful implementation 

of an instantiation of the methodology. The exercise above demonstrated that relatively 

simple techniques could be used to hide the DNA Pattern in a DNA Steganographic 

Object with the key extraction information stored in the EDSS. 

 Other techniques could be used to enhance the object‟s security. A real-time 

Tripwire approach could be used. This process would validate an object by comparing its 

properties to the standard stored in some secure area. Recalculating a checksum and 

comparing it to its stored value is another option. In both cases, the values would be 

known outside the computer system. That is, they are outside the DNA Scope Set since 

the original object was not changed. A programmer could carefully craft a program and 

replace the object while maintaining the same properties or checksum. Encrypting the 

entire object is also an option and storing the key in a secured location. However, it is 

intuitive that less overhead is required when smaller pieces of the object are encrypted 

rather than the entire object. 

 Similar information is maintained in the EDSS of the DNA Self-Defense system, 

but this information is not made public. While an intruder could capture this information 

and store it on his site for analysis, one of the operational properties of the DNA Self-

Defense system could be to periodically change the storage pattern of the DNA Pattern in 

the DNA Steganographic Zone and the storage pattern of the DNA Steganographic Zone 
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in the DNA Steganographic Object. Even if the intruder understood the algorithm, the 

storage pattern would probably have been changed in the interim. 

 

Access by an Unauthorized User 

 An intruder may gain access to the computer system by penetrating through 

firewalls and authentication mechanisms. Additional security mechanisms would have to 

be breached in order to gain access to the DNA Self-Defense System. Stealing just the 

Definition/Creation algorithms would not be sufficient. To be successful, just as a 

cryptographic algorithm requires the key to enable someone to decrypt a message, the 

intruder would also need the contents of the EDSS to be in a position to corrupt an 

authorized object. 

 If the intruder wanted to add an object without prior authorization, the DNA 

Creation Phase would need to be simulated. The intruder would have to access and open 

the EDSS and add a record to it containing appropriate key information so that the DNA 

Authentication Phase would correctly extract the DNA Pattern from the unauthorized 

object. The intruder would also have to be able to save the unauthorized object containing 

the DNA Pattern in the DNA Scope Set. To replace an object with another object of the 

same name as an existing object, the intruder would need to find out where and how the 

DNA Pattern is stored and replicate it in the new object. Adding code to an existing 

object would work the same way, except the intruder would have to know where the 

DNA Steganographic Zone, which contains the DNA Pattern, is placed in order to add 

the code without affecting the DNA Steganographic Zone. In the above cases, encrypting 

the EDSS or requiring additional authorization processes to access the EDSS would 
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enhance security. Using steganographic and encryption techniques to hide the DNA 

Pattern in the DNA Steganographic Object would also enhance security. Those features 

could be developed in various instantiations of the DNA Self-Defense Methodology. 

 However, a successful intrusion is dependent upon the intruder‟s capability to 

execute an object be it an existing object already located on the computer system or a 

new object copied from the intruder‟s system. If the intruder accessed the system as an 

authorized user by stealing a user‟s identification and password then access rights would 

be limited to the rights of the stolen identification/password. The intruder would also 

have the capability to execute existing objects available to the identification/password. 

 Implementation of this self-defense mechanism is expected to be in concert with 

other security mechanisms. An intruder would have to enter through firewalls and 

authentication mechanisms to get access to this system. Then the intruder would have to 

know the authentication system (possibly an ID/password) for the both the  

DNA Domain Administrator and DNA Scope Set Administrator, since one 

administrator‟s set of objects is inside the other‟s set. Next, the actual DNA Pattern, its 

storage pattern in the DNA Steganographic Zone, and the storage pattern of the DNA 

Steganographic Zone in the DNA Steganographic Object would have to be captured from 

the EDSS that would probably be protected by another authentication system or 

encrypted. 

Access by an Automated Intruder 

 A virus or worm takes advantage of a system vulnerability to enter the system, 

copy itself and request execution by the operating system. If the automated intruder 

wanted to install and execute a worm or virus, or install a new version of an existing 
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object having a Trojan horse, it would need to possess the identification and passwords of 

both the DNA Domain and DNA Scope Set Administrators. Having that information 

would provide the intruder with the capability to authorize the virus or worm in DNA 

Creation Phase and execute it in the DNA Authentication Phase. 

 

Corruption of the System by the Intruder 

The DNA Self-Defense system uses known data to verify an executable in a 

particular protection zone, which has the potential to be corrupted or modified for 

malicious intent. Both the authentication algorithm and the EDSS need to be uncorrupted 

to work properly. However, the administrators should have both backed up to secure off-

line storage areas. If an intruder did corrupt either mechanism, the administrators would 

know rather quickly because no authorized objects from the DNA Scope Set would be 

able to execute since the executable objects, after insertion of the DNA Pattern, are 

disabled. 

 

Spoofing the System 

 A virus or worm carried into the system as an e-mail attachment is an example of 

an intruder entering the system as part of a trusted object. Although the user is 

authorized, the attached object is not trusted until verified by the DNA administrators, 

which means that a valid DNA Pattern must be extracted from the object. 

 Another example is a document containing an undisclosed macro program that 

attempts to execute when the document is opened by source system. For example, a 
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document compatible to the Microsoft Word format is selected by a user. Since these 

documents could contain a macro program that has a dangerous payload, the DNA 

Authentication Phase is executed to locate the DNA Pattern in the Word document. 

Assuming the Word document containing the macro was not previously authorized in the 

DNA Creation Phase, the DNA Pattern would not be found. Therefore, the Word 

document would not be loaded and the Trojan horse program not executed. 

 

Parent Programs that Spawn Children 

 There exist situations where it is possible a trusted executable object generates 

separately executable code. This parent/child relationship can be found in mailer-type 

programs, for example. When an attachment is opened, it effectively forks and executes 

the attachment. 

A parent that has child objects that already exist combined in a data link library 

(DLL) would have been previously certified as a single entity and treated as a trusted 

child. In this case, the loader would use the DNA Authentication Phase to validate the 

child as it did the parent. Since they already exist, the child should have already been 

authorized and processed through the DNA Creation Phase. The instantiation developer 

may need to define a parent/child type of relationship when defining the EDSS in the 

DNA Definition Phase so that all of the objects in the DLL would be automatically 

authenticated when the DLL is authenticated. 

For those cases where a parent has the capability to create new executable objects 

dynamically, an instantiation of the methodology could be designed to possess a dynamic 

authentication process. In the case of a mailer, if the source of the executable were from a 
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trusted site then it would be automatically authenticated. In this case, the loader would be 

asked to execute an object that is not in the DNA Scope Set, but in the DNA Domain. 

These objects are by definition trusted objects. If the source of the executable were 

unknown or untrusted then the object should be handled by the DNA Creation Phase first 

before its execution so that it can be certified or examined by both the DNA Domain and 

DNA Scope Set Administrators. At least this process would minimize inadvertent 

execution of Trojan horse programs from unknown or untrusted sites. However, a trusted 

site is exactly that until a worm or virus infects that site. 

 

Summary 

 No security system standing alone is incorruptible. However, implementing 

multiple checkpoints (two administrators for the DNA process alone) and multiple 

security mechanisms should reduce an intruder‟s chance for success. The intruder would 

have to know a lot about an instantiation in order to spoof the system. To execute his own 

object, the intruder would have to be authorized to both execute the DNA Creation Phase 

algorithms and the DNA Authentication Phase algorithms. In a highly secured 

environment, he would probably be executing two different authentication stages. Given 

other processes, like periodically re-creating the DNA Steganographic Objects with new, 

randomly generated storage patterns for the DNA Pattern and the DNA Steganographic 

Zone, an intruder would have to be very creative to execute anything much less bring in 

and execute their own object. 

Given that a DNA Self-Defense function is added to the normal operating system 

functions, it would increase the level of difficulty for an intruder to execute an 
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unauthorized object. However, this technology should be used with other security 

functions to protect the computer‟s assets. Installation of a secure access control 

mechanism would assure that only the DNA Domain and Scope Set Administrators have 

access authority to approve new and/or changed executables. If an intruder gains access 

to the DNA Self-Defense function and becomes an administrator then the system is 

compromised. In addition, a secure control mechanism should be created for the EDSS 

file. This file contains information necessary to decode the steganographic or 

cryptographic data and determine the location of the DNA Pattern in the authorized 

objects (DNA Steganographic Objects). An intruder could use the information contained 

in this file to replace an existing authorized object with a new malicious object that has 

the DNA Pattern injected at the same location as the authorized version. 
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Chapter 5 

Conclusions, Implications, Recommendations and Summary 

Introduction 

 The premise of this research project was to examine computer system defense 

from an inside-out perspective as opposed to the outside-in approaches used by intrusion 

detection, anti-virus and other security mechanisms. The researcher observed that 

something analogous to human DNA could be useful in enabling a computer system to 

differentiate between authorized (self) objects and unauthorized (non-self) objects. A 

unique identifier could be used to establish an ownership token between an object and a 

computer system. The result of that examination was the development of a computer 

system self-defense methodology and is based on the notion that a computer system must 

have a way to differentiate between unauthorized intruder objects and its own set of 

objects. The DNA Self-Defense Methodology was created to insert and maintain a DNA 

Pattern in all approved objects so that, upon a request for execution, the system would 

only execute those objects having the correct DNA Pattern. Application of the 

methodology would not allow intruder objects to execute, such as a computer virus, 

worm or Trojan horse program, if they were not previously authorized by the 

administrator of the computer system. 

This research project was limited to examining the DNA Self-Defense 

Methodology as it relates to a single node operating system. Thus, the effort addressed 

accessing only one object at a time for execution by the system where both domains 

(DNA Scope Set and DNA Domain) are contained within one computer system/operating 

system pair. The instantiation that resulted from this analysis demonstrated practical 
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application of the methodology. A proof of concept system was developed to determine 

the relative impact on system overhead by the DNA Authentication Phase. Timings were 

based on searching the EDSS, retrieving the data from the EDSS, extracting the DNA 

Steganographic Zone from the DNA Steganographic Object, extracting the DNA Pattern 

from the DNA Steganographic Zone and re-creating the DNA Object. 

 

Conclusions 

Purpose of the Study 

The purpose of this research was to investigate computer system security from an 

inside-out perspective. The result of the investigation was the creation of the DNA Self-

Defense Methodology. Furthermore, the instantiation developed for a single node 

operating system demonstrated that the general methodology could be applied to 

individual computer/operating system scenarios. In addition, the proof of concept system 

demonstrated that a self-relationship could be realized between an object and a computer 

system so that the computer system is in a position to recognize unauthorized objects 

before their execution. 

 

Accomplishment of the Objectives 

The objective of this research project was delivery and discussion of the DNA 

Self-Defense Methodology. Instantiations, that is applications of the general 

methodology to support given scenarios, are specific examples of how the general 
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methodology can be applied to various defense situations. Deploying specific techniques 

is part of the development of an instantiation rather than part of the general methodology. 

The use of additional techniques during the development of an instantiation may be based 

on risk factors or the security policy of the installation. A computationally difficult DNA 

Pattern, how the DNA Pattern is inserted, deployment of the EDSS, and use of 

steganographic or encryption techniques would be discussed during development of the 

instantiation. For example, splitting the DNA Pattern or DNA Steganographic Zone into 

pieces, encrypting each piece and deploying it using the linked list concept would be 

dependent upon the relative security needs of the computer system. Each component 

would add to the security overhead on the computer system. 

 

Practical Implementation 

 Practical implementation of this methodology would mean that it should be part 

of the operating system. This inside-out view would be required to identify unauthorized 

objects before their execution. Implementation of this method would also increase the 

level of difficulty for an intruder. While an intruder may gain access to execute objects on 

a computer system, the intruder would need to access additional authentication levels to 

change an existing object or add a new function to the authorized list of objects. Thus, an 

intruder would be able to copy a worm or virus onto the system, but not be able to 

execute it.  The amount of time necessary to perform the DNA Authentication Phase for 

each object to be executed appears to be worth the overhead compared to the level of 

protection afforded by the methodology. 
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This methodology would be able to detect Trojan horse programs entering the 

system as a macro-program included with a document. Given the scenario where the user 

receives an e-mail with a document attached, this methodology would, at least, warn the 

user that this document contained an executable program that was not previously 

authorized. An intruder may be able to bypass the DNA Creation Phase and copy files 

onto the system. However, execution of those files would be trapped by the DNA 

Authentication Phase since the new files would not have gone through the DNA Creation 

Phase and have the proper DNA Pattern inserted at the proper place in the object.  

 

Strengths, Weaknesses and Limitations of the Study 

 Examining computer system security from an inside-out perspective and 

connecting that notion to categorizing the self, or authorized behavior, in order to 

recognize non-self behavior led to the creation of the DNA Self-Defense Methodology. 

This general methodology could be used as a baseline for developing instantiations based 

on various applications, operating system and client/server scenarios. Other factors that 

would benefit from implementing this methodology would be: 

 

1. Establishment of a certified base of operating system and application objects. 

By creating a self-identity through establishing a repository of known objects, the 

operating system or application will be enabled to detect unknown or non-self 

objects. 
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2. Detection of unauthorized objects before execution or use by the operating system or 

application. 

Rule-based intrusion detection systems need prior notification to detect new 

viruses or Trojan horses. The owners of the intrusion detection system determine the 

signature of the new object they want to detect and update their system. Otherwise, 

the new virus or Trojan horse enters a computer system undetected and infects it. 

Through the self/non-self authorization procedure, this methodology would detect a 

new virus or Trojan horse before it could infect the computer system. 

3. Real-time notification of unauthorized objects. 

Given the nature of the process, the methodology would notify the computer 

system‟s owner of any object not containing a DNA Pattern. 

4. Analysis of the object before its execution. 

The methodology would enable another system or human administrator to either 

destroy the unauthorized object and replace it with the certified version or allow the 

object to be certified and executed. 

 

The strength of this work is the overall process, the minimal overhead and its 

value to a system where successful instantiations of the general methodology validate the 

process. The instantiations allow the designer to create and utilize specific techniques, 

such as cryptography and steganography, for securing and embedding the DNA Pattern in 

the objects. Depending on the security requirements and risk assessment, the designer 

should create an instantiation of the methodology that fits with other security resources 

available for this configuration that is in line with the environment‟s security policy. 
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Selecting a DNA Pattern would be part of the instantiation process as well as definition 

and maintenance of the information in the EDSS. 

 

Implications 

Schneier (2000) stated that there is no known complete security system. Security 

is a process as well as a collection of devices and Loscocco et al. (2000) stated that no 

single technical security solution could provide total system security; a proper balance of 

security mechanisms must be achieved. This study developed an inside-out perspective 

on protecting computer systems by creating an environment that establishes an ownership 

mechanism for its executables. The methodology described is also not a complete 

security solution, but implementation of the instantiations could be viewed as another 

factor in a suite of security tools. 

Loscocco et al. (2000) stated that there are inadequacies in the basic protection 

mechanisms provided by current mainstream operating systems. Implementation of an 

instantiation of this methodology could be part, or a sub-system, of the operating system. 

This research project focused on one instantiation: a single node computer system. 

However, successful demonstration of capabilities should lead to additional studies 

beyond this dissertation project. The proof of concept discussed only served to establish 

that object authentication can occur and used a relatively small amount of overhead to 

execute the process. 

Through an inside-out view of self/non-self identification, this research developed 

a methodology for another way of detecting viruses, Trojan horses and other 

unauthorized executable objects. Implementation of this methodology would inhibit 
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intrusion types five, six and seven of the Neumann and Parker intrusion taxonomy 

(Amoroso, 1999). Control Bypass intrusions would be affected since this methodology 

would insert another level of control of system executables thereby forcing the intruder to 

execute another round of analysis before implementing the unauthorized code. For Active 

Resource Misuse intrusions, the operating system and application resources would be 

protected since changes would only be allowed through an established update procedure. 

Given the nature of the DNA insertion process, a Passive Resource Misuse intruder 

would not be able to view an object in its natural form. An unauthorized intruder may be 

able to capture an object, but would not be able to execute it because the DNA Self-

Defense System disabled the object. 

One of the advantages of the general methodology is that instantiations for a 

particular scenario are enabled to add new security features. An example is that the DNA 

Definition Phase could require that checksums of both the DNA Steganographic Object 

and DNA Object be calculated during the DNA Creation Phase and stored on the EDSS. 

They would then be verified during the DNA Authentication Phase. The basic idea of this 

project was to keep the intruder from causing damage, that is, deploying and running an 

unauthorized executable on a system. Security is a weak-link phenomenon, and 

applications will continue to be vulnerable to new and creative intrusion methods created 

by unauthorized users. 

 

Recommendations 

 Ploskina (2001) stated that the Code Red worm uses a well-known buffer 

overflow vulnerability in Microsoft‟s Internet Information Server to penetrate the server, 
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deface the Web site and use it to scan the Internet for more vulnerable systems. Threats, 

including polymorhpic worms, are on the way, and no viable defenses exist. A 

polymorphic buffer overflow morphs part of its code every time it propagates. Therefore, 

any system designed to stop it can never identify it, yet the initial buffer overflow attack 

code remains intact. 

 Future research should continue to focus on analyzing and developing new 

instantiations of the general methodology for computer system/operating system 

scenarios. These instantiations should reflect scenarios more closely aligned to the 

client/server or multi-node environments. The resulting developmental efforts should test 

the instantiations for weaknesses in the functions or the methodology itself. The 

following additional studies are indicated: 

 Given the single node instantiation, develop a full simulation that allows researchers 

to examine the capability of the methodology to detect non-self objects in various 

scenarios. 

 Research and development of a pseudo-execution area to observe the actions of an 

object before certifying it. 

 Research and analysis of other data hiding techniques from steganography to less 

resource intensive cryptography to obscure the DNA Pattern. 

 Analysis of the use of other certification techniques or calculations, such as a 

checksum or the date/time stamps, when authenticating an object. 

 Analysis of additional DNA properties in order to develop of a definition of unique 

across the DNA Domain. 
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 Design, develop and build a DNA-based self-defense sub-system for an operating 

system. 

 Research the possibility of integrating this methodology with other computer system 

defense methods. 

 Development of a formal meta-language used to define the scope and domain of the 

system to be protected. 

 Research into the network implications of this methodology. 

 

Summary 

Introduction 

 Computer viruses, worms and other devices are able to penetrate computer 

systems by becoming part of an operating system, application or data. When executed, 

these unauthorized agents have the potential to damage the host system and, using the 

authority of the host system, penetrate other systems. Password sub-systems, firewall 

sub-systems, intrusion detection systems and encryption, which are used to protect 

computer systems, are external agents that are designed to encapsulate the operating 

system, applications and data protecting them from intrusion. 

This project proposed that an internal function could be developed to differentiate 

between self and non-self agents by creating unique identifiers for computer systems as 

the human DNA differentiates individuals. This research developed a method to insert 

identification data into an object that would identify the object uniquely to the operating 
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system on which it resides. A DNA Pattern would serve to create a unique copy of the 

object and create an ownership token between the object and the operating system. 

Self-defense systems focus on outside-in technology by encapsulating the operating 

system and its applications. They interrogate the traffic and look for patterns or signatures 

that indicate the presence of an unwanted artifact. The scope of this study was to:  

 Develop an inside-out self-defense methodology. 

 Design a specific process for a single node operating system applying techniques in 

each step from the methodology. 

 Develop, test and analyze this process with a proof of concept system. 

 

Background 

Knowing that an object does not belong to an authorized set of objects is an 

important step in computer system defense. While intrusion detection researchers used 

external processes to characterize normal activity to identify abnormal actions, this 

project examined computer system defense from an internal perspective. Dr. Stephanie 

Forrest of the University of New Mexico compared the process of computer system 

defense to the process used by living organisms to defend against diseases, viruses and 

other foreign agents (Forrest, Hofmeyr & Somayaji, 1997). Her thesis was to develop a 

methodology for identifying the self to use intrusion detection to detect non-self agents. 

Dr. Forrest suggested procedures for identifying the self by observing patterns of 

behavior of the system. In this case, non-self might be an unauthorized user, foreign code 
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in the form of a computer virus or worm, unanticipated code in the form of a Trojan horse 

or corrupted data. 

Even when a computer system is equipped with stringent authentication 

procedures and firewalls it is still susceptible to hackers who take advantage of system 

flaws and social engineering tricks (Goan, 1999). Loscocco et al. (2000) stated that no 

single technical security solution could provide total system security; a proper balance of 

security mechanisms must be achieved. Each security mechanism provides a specific 

security function; and should be designed to provide only that function. It should rely on 

other mechanisms for support and for required security services. In a secure system, the 

entire set of mechanisms complement each other so that they collectively provide a 

complete security package. Systems that fail to achieve this balance will be vulnerable. 

A poor password can compromise a company‟s system even if it is protected by 

security software such as firewalls, intrusion detection and encryption software. 

Passwords containing numbers and punctuation are more secure than not having them, 

but are harder for the average user to remember. Company systems are open to intrusion 

through virtual networks. Internal communication traffic can be compromised by 

unauthorized access through these virtual networks. Source authentication and encryption 

systems can help to keep this information private. Installation of an application may 

cause security issues by improperly (or not) applying security updates provided by the 

software supplier or by not following the company‟s security policy. These examples are 

demonstrations of Sutton‟s (1998) statement that security against active penetrations is a 

weak link phenomenon. 



147  

 

Loscocco et al. (2000) concluded that the necessity of operating system security 

to overall system security is undeniable; the underlying operating system is responsible 

for protecting application-space mechanisms against tampering, bypassing, and spoofing 

attacks. If it fails to meet this responsibility, system-wide vulnerabilities will result. 

 

Methodology 

 Applying Dr. Forrest‟s biological metaphor, this project examined approaches to 

create unique signatures, or deoxyribonucleic acid (DNA), for computer system objects. 

A general inside-out self-defense methodology using a DNA mechanism was created for 

managing those objects and a process was developed for which a system could execute a 

function to determine whether an object is a valid part of the system. 

This research and analysis project developed a computer self-defense system 

using a system-oriented version of DNA. The goal of the development of this general 

methodology was to formalize the concept of an inside-out perspective of computer 

system defense. This task resulted in a three-phased DNA Self-Defense Methodology: 

Definition, Creation and Authentication. 

The DNA Definition Phase defines the environment and processes for injecting a 

DNA Pattern into selected computer system objects. Defined in this phase are the DNA 

Pattern and a storage facility designated as the External Data Storage Structure (EDSS). 

The DNA Creation Phase injects the DNA Pattern into the computer system objects, 

creates a database of new objects and adds this information to the EDSS. The DNA 

Authentication Phase authorizes an object for execution by the computer system after 

verifying its DNA Pattern. The processes in the DNA Definition Phase are executed once 
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while the DNA Creation and DNA Authentication Phases are executed continuously as 

new objects are encountered and existing objects are prepared for execution. 

Selected objects processed through the DNA Creation Phase contain identifiers 

that connect them uniquely. Execution of those objects is accomplished only through the 

DNA Authentication Phase. While this methodology does not restrict forces from placing 

unauthorized objects in the system, it will trap those objects and allow the system 

administrators to review and analyze them prior to execution.  

 

Proof of Concept System 

Out of this inside-out view of self-defense, instantiations of the general 

methodology can be designed to protect different types of objects on varying degrees of 

computer network configurations. Instantiations of this methodology can be applied to 

single node operating systems, client/server networks or other multi-node configurations 

containing multiple operating systems and applications. For the purposes of this study, 

the researcher limited the methods, procedures and discussion of results to a single node 

operating system. Analysis of the instantiation worked through the phases and tasks of 

the general methodology and created specific functions and applications for an individual 

computer system (single CPU) with one operating system to protect all executables of 

that operating system. 

A development project was planned and executed to validate the single node 

instantiation. The purpose of the proof of concept system was to develop a working 

model of the basic components of the DNA Self-Defense Methodology to determine the 

impact of the methodology on an actual environment. The model represented the 
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completion of an instantiation of a DNA Design Phase and contains components that 

execute the DNA Creation and DNA Authentication Phases. 

Steganographic functions documented in the instantiation were developed. In the 

DNA Creation Phase a steganographic function, which inserted the DNA Pattern into an 

executable object creating a DNA Steganographic Object, was modeled. In the DNA 

Authentication Phase, the complementary steganographic function to the function in the 

DNA Creation Phase was also modeled. This function extracted the DNA Pattern from 

the DNA Steganographic Object and recreated the executable object. 

 

Results and Conclusions 

The proof of concept test illustrated that the impact of the DNA Authentication 

Phase on a system is in the sub-second range, except for extremely large objects on 

relatively slow performing systems. The overhead impact may be within tolerable limits 

for some scenarios. However, other scenarios especially server situations may require 

significantly faster operation. With all other factors constant, the CPU speed of the 

computer system appears to be a prime factor in reducing the impact of the DNA 

Authentication Phase.  

The objective of this research project was delivery and discussion of the DNA 

Self-Defense Methodology. Applications of the general methodology to support given 

scenarios are specific examples of how the general methodology can be applied to 

various defense situations. Deploying specific techniques are part of the development of 

an instantiation rather than part of the general methodology. The instantiations allow the 

designer to create and utilize specific techniques, such as cryptography and 
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steganography, for securing and embedding the DNA Pattern in the objects. The use of 

additional techniques may be based on risk factors or the security policy of the 

installation. 

 Practical implementation of this methodology would mean that it should be part 

of the operating system. This inside-out view would be required to identify unauthorized 

objects before their execution. Implementation of this method would also increase the 

level of difficulty for an intruder. While an intruder may gain access to execute objects on 

a computer system, the intruder would need to access additional authentication levels to 

change an existing object or add a new function to the authorized list of objects. Thus, an 

intruder would be able to copy a worm or virus onto the system, but not be able to 

execute it. 

While constructing each instantiation, the developer should analyze its impact on 

the systems involved and determine its relative cost and benefit. Before implementation, 

the analyst should compare the installation‟s security policy, value of the system to be 

protected and risk of exposure to the impact of the instantiation on the system. Depending 

on the security requirements and risk assessment, the designer could create an 

instantiation of the methodology that fits with other security resources available for this 

configuration that is in line with the environment‟s security policy. 

 

Summary 

 This was primarily a research and analysis project. However, a proof of concept 

design and development effort was performed to help the researcher better visualize the 
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impact of this type of self-defense technology on a computer system. The deliverables 

were: 

1. A general inside-out self-defense methodology. 

2. An instantiation of the methodology for a single node computer system. 

3. A proof of concept system that is an application of some of the processes of the 

instantiation. 

4. Test scenarios that were used to exercise the proof of concept application and test 

results that displayed the effect of the process on system overhead. 

 

Anti-virus, access control and intrusion detection systems focus on examining the 

wall around the objects that are to be secured. Dr. Forrest‟s work sought to protect an 

environment by cataloguing patterns of self-behavior so that non-self activity can be 

detected. Application of the methodology in this paper could be used to create a self-

identifying organization enabling the operating system to identify foreign agents 

automatically. 

Loscocco et al. (2000) stated that the increased awareness of the need for security 

has resulted in increased efforts to add security to computing environments. However, 

these efforts suffer from the flawed assumption that security can be provided adequately 

in an application space without certain security features in the operating system. In 

reality, operating system security mechanisms play a critical role in supporting security at 

higher levels. 

The purpose of this project was to develop a methodology for a system to contain 

its own self-defense mechanism. This research developed a methodology that would 
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allow insertion of identification data into an object to identify uniquely the object to the 

operating system. This identification data, defined as a DNA Pattern, is a sequence of 

identifier fields. Embedding an operating system DNA Pattern into an object will 

differentiate it from all other objects of the same function in other operating system 

locations. 
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