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Computer viruses, worms and other malicious devices are
able to penetrate computers by becoming part of an operating
system, application or data. Password sub-systems, firewalls
and intrusion prevention and detection systems are all
external agents that are designed to shield the operating
system, applications and data, protecting them from
intrusion. However, these security solutions are still
vulnerable to unknown attack formats, novel worms, hackers
that take advantage of system flaws, and hackers that use
social engineering tricks to gain access to computer systems.

The security solutions mentioned above focus on outside-in
protection by encapsulating the operating system and its
applications. They interrogate traffic and look for patterns
that indicate the presence of unwanted artifacts. A research
project was initiated to examine computer security from an
inside-out perspective. The result of that project is a method
that protects computer systems through a self vs non-self
identification process. Used in conjunction with other security
solutions, this process would trap unauthorized processes
while reducing both false positives and false negatives.

BACKGROUNDBACKGROUNDBACKGROUNDBACKGROUNDBACKGROUND

Intrusion prevention and detection researchers have
developed processes for identifying normal traffic patterns
and activity on computer systems and networks. By creating
a database of normal behaviours, abnormal behaviour can
be detected. Abnormal behaviour may be an unauthorized
user, foreign code in the form of a computer virus or worm,
unanticipated code in the form of a Trojan horse or
corrupted data. However, these identification processes have
flaws that mean that normal behaviour may be detected as
abnormal activity (false positive), or abnormal behaviour
may be detected as normal activity (false negative).

Current corporate culture requires a combination of security
tools to protect computer systems. This notion assumes that
no single technical solution provides total system security,
but that an acceptable level of protection can be achieved by
installing a selection of security mechanisms. Each security
mechanism performs a specific function and the entire set of
processes complement each other to provide a complete
security package. Systems that fail to achieve this balance
are vulnerable. A number of services have been developed
that manage these multiple solutions for corporate clients.

Nevertheless, a single poor password can compromise a
company’s systems even if they are protected by security

software. Standard protocols, which provide for
interoperability across networks, have vulnerabilities that
can affect other computer systems and other organizations.

Our assumption is that the operating system is the key to
overall system security. The operating system controls and
manages all functions that take place on the computer. It is
at this level where knowing that an object does not belong
to an authorized set of objects is an important step in
computer system defence. While other security solutions
use external processes to identify abnormal actions or
traffic, our researchers examined computer system defence
from an internal perspective.
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Two sets of executable objects exist from the point of view
of the administrator: authorized and unauthorized. An
authorized set of objects contains executables that the
administrator has reviewed and will allow to execute on the
systems that administrator manages. An unauthorized set of
objects contain executables that must be approved by the
administrator prior to execution.

The ‘DNA branding method’ manages authorized objects
using a patent-pending self versus non-self process where
an unauthorized executable is trapped prior to execution.
The administrator can then initiate a series of steps to
approve or deny the executable.

The DNA branding method has three phases: definition,
creation and authentication. The definition phase defines the
environment and authentication processes for selected
computer system objects. The creation phase establishes the
set of approved objects. The authentication phase is a
real-time process that authorizes an object for execution.

Selected objects processed through the creation phase
contain identifiers that connect them uniquely to the system
on which they reside. Execution of those objects is
accomplished only through the authentication phase. While
this method does not prevent unauthorized objects from
being placed in the system, it will trap those objects and
allow the system administrators to review and analyse them
prior to execution.

ANALANALANALANALANALYSISYSISYSISYSISYSIS
In order to implement this method it would need to be
integrated into the operating system. This inside-out view
is required in order to identify unauthorized objects before
execution. As well as making it difficult for intruders to
carry out any actions (since the execution of any object
would require approval by the authentication process), the
number of false negatives would be low, since no
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unauthorized object would be allowed to execute until
authorized by the administrator. However, the vast majority
of objects attempting to execute will be benign, and the use
of this solution alone would generate too many false positives
in today’s environment. However, the use of this method in
conjunction with intrusion prevention/detection systems that
operate with behavioural rules and artificial intelligence
techniques would minimize the false positive rate.

Ideally, a third-party verification mechanism would be used
to pre-authorize executable components. That would require
review and approval of code by a recognized party that
would test the objects independently. The objects would be
authenticated and certified by this third party. System
administrators would then have some level of confidence
that a new object would operate benignly.

Security researchers suggest that there is no known
complete security system. Rather, security is a process that
uses multiple solutions. The method discussed here is not a
complete security solution, but its implementation could be
viewed as another factor in a suite of tools. The anticipated
benefits of implementing this method would be:

1. Establishment of a certified base of operating system
and application objects. By creating a ‘self-identity’
through establishing a repository of known objects,
the operating system or application will be able to
detect unknown or ‘non-self’ objects.

2. Detection of unauthorized objects prior to execution
or use by the operating system or application.
Rule-based detection systems need prior notification
to detect new viruses or Trojan horses. Otherwise, the
new virus, worm, or Trojan horse would enter a
computer system undetected and infect it. Through a
self/non-self authorization procedure, this method will
be able to detect a new virus, worm, or Trojan horse
before it can infect the computer system.

3. Real-time notification of unauthorized objects. Given
the nature of the process, the method would notify the
computer system’s owner of any unauthorized
executable.

4. Analysis of the object before its execution. The
method would make is possible for another system or
human administrator to destroy the unauthorized
object and replace it with a certified version, or allow
the object to be certified and executed.

FURFURFURFURFURTHER RESEARCHTHER RESEARCHTHER RESEARCHTHER RESEARCHTHER RESEARCH
Future research will continue to focus on analysing and
developing new applications of the DNA branding method
for various computer system/operating system scenarios.
These applications should reflect scenarios that are more

closely aligned to the client/server or multi-node
environments. The resulting developmental efforts should
test the instantiations for weaknesses in the processes or the
method itself.

SUMMARSUMMARSUMMARSUMMARSUMMARYYYYY
Anti-virus, access control and intrusion prevention/detection
systems focus on examining the wall around the objects that
are to be secured. An implementation of the DNA branding
method could be used to create a self-identifying
organization enabling the operating system to identify
foreign agents automatically.

A National Security Agency report in 2000 stated that an
increased awareness of the need for security has resulted in
increased efforts to add security to computing environments.
However, these efforts suffer from the flawed assumption
that security can be provided adequately in an application
space without certain security features in the operating
system. In reality, operating system security mechanisms
play a critical role in supporting security at higher levels.
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